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IWM-K632 WALL-MOUNT CONTACTLESS READER
REFERENCE MANUAL

1. INTRODUCTION

- ./0123 . .245.2/-/45 6 142 6 0 62- %/2
7455%102/ 24/25 3 8129/4. 4. )%+

1.1. AUDIENCE

- 6 / 14045 401 242 2- 4. -4 832 :75.,, 6
52 | 2 . ,;.2<0.<9921 2,42

1.2. PRODUCT BRIEF

a. Abstract

) %+ 47455%1023 8129 4. 2 4. 45 01< 4246 1
49 24 4. ! [ 24/25 /4 .= /50. ; 33054 > 4.
I 6415 =4.45 | "' [ 292 4, 0 . 921
22- 42 672 ;=2- 4 ; 42 6 ) %+ ?
2 ; 42 @54<5 A-4 < ./20. <049
/., 42 @54<5 - A /0 259 3 .0/2
2-; 42 4 B 6274 /1342<5=<022- C 467 .66 /
-4.74 - ./01 2.3/2/54592- .66 /
4/-; 42 -4 .2 /23 .02 7
- ?
4. 72-) ;4. 424/5/: % " 02302
- ?
4. 72- 1% ! 02302
b.  Typical applications
- 4. 31459../42.2 | 3 42 4]/ /25=7- 4-,-55
6 /0 29 42529 ..=<02/4 45 <0. /4- . ;14/-
c.  Output modes
3. 6274 /6,042 @2 . % 5425 11 9A= 2- 41

4. 14 < 342. 2 1. ?
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) ;4. @ 02302 59A=72-/6;04<5 641 5 ;

424/5/: ' 4,2 3 @ 02302 59A=
I 45 302 02302
3.; 2-0.59;-4.74 =2- 45
=% "= !@!2 45< ;A

d. On the field configuration
) %+ 60559 / 6;04<5 %2-%6 5. 2- 0;-

2 45 "= 1 4. % ! /932,;43-/ 45; 2-1
/0 29 3 42

2-=

302 02302 /4 2- < 1%

0. 42 4.
4 4454<5 6 4.4/1.

1.3. RELATED DOCUMENTS

&0C55 6 .49 .245 4.;-4.74 4. 3-9
4. 2-/ 3 .,;.424-2

145 [-4 4/2 2] 6 4l-

Datasheet Covered products
) %+| %)
' ) %+| %!
$ ) %t %) @4.) %+ %) A
$" ) %t %! @4.)%+" %' A
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CONFIGURATION DATA

2.
- 4 27 6415 6.4247
#5<45 22 ;=
4. | ; 13542
#5<45 22 ; 3/69 023026 1424.21 ;
4. [ ; 13542 3/69 7-/-:. 6 /4 . 455 < 4. @!
= 64= 6 =D A=-72-9102< 4 .@ 45 01< =.424 65=EA=
4. -7 2- 342 0. @ 64 402- 2/4 2= 6 %! /0
=EA
Y%+ /4 0 2 4. [ ; 13542 10524 059 @F 6
42 4.A - 14 242 .66 2:. 6 4.14/82 4 5 24.
4 < 4.<94 5 )%+ 4.
a. Configuration tags
/; G.<9 2 H24; 4.25;2- -24; 4 %

4/-1 6,042 .424
-303 62- /432

<92 450=2-420 J059 . 269 2- .424
14 = 2
9 <92 @ <2A5;

-5264454<5 24;=4.2-
5 3/6 .=4/-16,042 .424 84/25
b.  Non-volatile memory endurance
)%+ [ 6;042 4244 2 4. C % 5425 11 9 @654 -A
-9/4<1/4;,.032 21
-4, 2- 16;042 22 ;1 24 2 1 149 3 14 259
A414; 90 )%+ 4.
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2.2. GLOBAL SETTINGS

- 6557 ;24<5 01 42 455 2- 424 14. 4 454<5 7- /16,0 ;2-
4.
2.2.1. General options
Name Tag Description Size
# 45 32 | 24<5 <57
a. General options bits
Bit Value Meaning
7 1451 .
7 4 ;1.
6 -02.7 65.7- .5
-02.7 65. 597- /4..2]2.
5-4 I 9/4. 462 2- 2-
- /4.4 2-65=3/ 2- 4. ; 2-
- /4.4 2-65=; <2-
3-2 42 4.4 . 4<5.
42 4.4 4<5.4237 03
42 4.4 4<5.4552- 21
1-0 45.0358@!% ='A 4.
45-456%.0358 @ 1% "A 4.
) ;4. 4
424/5/. 4.
64052 450 ? .
I"#

)- 2- 450 5/2=2-1714..2/2 5 30 59 9"1 2-
1421= /-3 2 2 .0/ 4 4, 37 / 0132 2/- 2- 1. 6
90 .642 342 422- ;42 = | 2755 [ 4 24 4/2 21 42542<9 "1

- JO .62 /242%/55 @<2 "% D . < A

6;042 22 ; /4 59< 452 .2- 0;- 455 :

12045 1% = 1% = 1% 1/1354/ . 3. -4.74

I 02302 3 033 .2 . 4 % " <066 /2045 1% " /1354/
.3. -4.74
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2.2.2. Delays and repeat options
Name Tag Description Min Max
.549<27 | /02 02302 @2 2-
/. A
.549<27 | /02 . 2/45 02302
@2 2-6 /. .A
450 6 ™14 2-422-/4.102< 1 .
612-65K4. % 2. 2K<6 < ;
4.4:4
64052 450 ? D @ 1A D @ A
2.2.3. LED and buzzer control options
Name Tag Description Size
/| 2 51 24<5 <57
L 0GG / 2 51 24<5 . <57
a. LEDs control bits
Bit Value Meaning
7 JO/ 542 /.
JO/ 542 |.
6 .22 6-2/255
2- 654-025-2/255 .2/2.
5 - 5= . <5: 5759 @H-42<42] JO /A
- 5= . 66
4 4/2 <6 3/6.<9-2/ 2 55
# <5:7- 445./4.-4 < 3/
3 4/2 . 6 00332./4.
<5:7- 400332./4.-4< 3 /
2 4/2 <6 3/ ; 4 )
# <5:4 44/4. 2- 6 5.
1-0 /| 25<9-4.74 5 =2- 22:4 : $
/| 25<9 45/114.=2- 22 : 4 : M
| 2 5<9 2 45 6274 4. 45/114. M
64052 450 ? .
45.6 451. 59
$%013 M 102< 22
*013 M 102< 22
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b. Buzzer control bits

9

Bit Value

Meaning

0GG -2305 D= [/
0GG -2305 D ="/

0GG ;305 D =% /
0GG ;305 D ="/

(G218 ]

4/2 <0GG <6 3/6 .<9-2/2 55
- 2305 7- 445./4.-4 < 31/

4/2 <0GG 6 0033 2./4.
;305 7- 400332./4.-4< 31/

4/2 <0GG <6 3/ ; 4/-
-2305 4 44/4. 2- 6 5.

0GG .4<5.=2- 22,4 ;
0GG /255.<9 45/114.=2- 22, 4

0GG [/ 255.<9 2 45 6274 4. 45/ 114 .

64052 450 ?

<

2.2.4. Wiegand mode

Name Tag

Description Size

# )

4./ 6:042 <2 | 24<5 <57

a. Wiegand

configuration bits

Bit Value

Meaning

.04 .
.04 .

. 305
. 305
. 305
. 305

NN NNDINDNNDDNDDN
PR RRPRPRPE

slvEvEvI\"AAYAY;
zzZ2Z2|z==z2Z2

N N N N N N N NS
ERRRBERRRER
f=)
i

64052 450 ?

I /-432 " 6 .

<

245 ) i4.21 ;

"120013 2 2 4557<0GG /25 6001 3 =<0GG 224559. 4<5.
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2.2.5. Dataclock mode
Name Tag Description Size
424/5/:]1 6,042 <2 | 24<5 <57
a. Dataclock configuration bits
Bit Value Meaning
7 24.4.1 4,23641
47 02302 @<2 % 4 ; A
6-4
3-2 %./145.;2 2- 02302641 4 . /4. .
1145 .;2 2- 02302641 4 354/. <9 3442
424/5/:2 4 542 12-.
424/5/:24 542 12-.
1-0 424/5/:/5/:305 D N
424/5/:/5/:305 D N
424/5/:/5/:305 D N
424/5/:/5/:305 D" N
64052 450 ? .
I /-432 6 .245 424/5/:21 ;
41 242 72- 8= . 72- 8 F <2 59 ./145 .;2 /4 <

24 122.4 %<2 <<56 34 29<2 24

641 14: =

= 34 29<2

122.72- 4/- <<5
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2.2.6.  Serial mode (RS-485, RS-232, USB)
Name Tag Description Size
! .$ | 45/ 6042 <2 | 24<5 <57
a.  Serial configuration bits
Bit Value Meaning
7 I> >641 14:
1>4. >4 641 14.:
6 641 14:
4. 4641 14:
5-3
2-0 40.42 D <3
40.42 D <3
40.42 D <3
40.42 D' <3
40.42 D ' <3
40.42 D <3
40.42 D " <3
64052 450 ? .
-<40.42 34412 /11 2 '=1% 4. % " 2 64/
6 2 4557.=. 2 2<40.42 2 " <3 7-7:;72- %
" 264/=4 2- -4.74 4. .2- [-44/2 2 /| 62- <0 4 C24<5 2
033 2 2
b.  Serial frame format
I 45641 4 45749 24 122.0 ;! 3 242 6< 49 450
84135=.424P $ " C@-84./1 45 242 A4 24 122.
4 2 ;H$S ™ |
C. Serial frame markers
2%% . 2- 2426641 .6641 14
I /-432 / 00 12 6 .245
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2.2.7. RS-485 mode

Name Tag Description Size

I( ; % "/ 6,042 <2 | 24<5 <57

a. RS-485 configuration bits

Bit Value Meaning
7-4
3-0 ;. 4<5.@ 5./ <0A
2|.. D . @ . A24. D . @. A
2.2.8. Keep-alive
Name Tag Description Size
+ . H3%45 /6;042 | 24<5 <57 2
64052 450 ?
a. Keep-alive configuration bits
Offset Length Content
+H3%45 /6,042 <2 | 24<5 . <57
2 450 6342/054 : 3%45 641
b. Keep-alive options
Bit Value Meaning
7-5
4 .4 1329641
1 .2-342/054 641 242 ;42 66 2
3-0 + 3%45 . 4<5.

549<27 :3%45 641
2 101D . @ A2 148101D .@"A
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2.2.9. PIN code

Name Tag Description Size
. [.24/l 4.C/ 5
64052 450 ? 1329 #
2- 24,2 .6 4 ;2 [.232 24/ 2 4. C/ 5
- %<92 450 102 2 45. ;2= 2- . 450 . 242

314 259. 4<5 2-/ 56420
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2.3. CARD PROCESSING TEMPLATES

4/- 4. | ; 13542 [/ 6,0 .2- 0;- 4 26 24,=61 .2 2
.2 7- P2C 2- 213542 ; 03 @ .Q2Q A

2.3.1. Card lookup list

Name Tag Description Size

+ .2 4.5 :035 2 62- 213542 | 24<5 <57

a. Available values for LKL

| Value | Card(s) accepted by the template Processingt emplate | §
! 293 @549 A 59
! 293 @549 A
! M @549 A
; ! "
-$ ! M4, "
>
> 4.1 "
55 6 2- 4<
! 293 @549 DA $ %
! 293 @549 D A
! M @549 D A
> 64 524 ;-2 19 ;
1/ 5/2 |]!1$
I+ 1" 4.1
| _ [> 64 54 | :M: b4 |
| $ [> 6 ‘ 6 B
| $ [4593 @ 42 3 2/5A 59| $ % ' |
2- 450 4
-+ 24; 14 .42 92 4<5 4213542 ; 03 6 260.=2- 213542
; 03 1329
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2.3.2.  Summary of other tags in templates

3.;62-/4.5:0352@+ 24,A=4 3/ 6/52 624, /25 2-
<-4 0 62- [/ ; 13542

- 24<5 <57 0114 G 2-

Tag IDonly | Memory | Mifare | Desfire | 7816-4 | Calypso
2 023026 142
2 023023 68
2 142 6 .424
2 | D 32 32
2" 02- 12-.M:9 i
2 I, 12-.M:9 '
2%
#9214 4.102< :32 1329
2.3.3.  Note on template order
/4 605 2-42 2- 213542 4 3/ . 4 62 2- 2- -53
..462 2- 6 2 0// 605 142/-
64/4.142/- 27 @ 1 A213542 = 2755 <-45. 59<92-6 2
24/= 033 907422 4//32<2-4 3 /[6/:.6 % D
14.=72-4.4/.65 4. =4.4 2- : . 67 %5,/ % /4.=7-
59 2- ;6/42 &0 102 302 2- D 2 13542 2- 213542 =

2-7 2- D 342755< :33.

2.4. ID-ONLY PROCESSING TEMPLATE

2.4.1. Lookup list

Name Tag Description Size

+ .2 % 595 :035 2= . £450 ¢£.
! 6 .245

2.4.2.  Output format

Name Tag Description Size

.2 % 59 023026 142 | 24<5 <57
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a.  Output format bits

Bit Value Meaning
7 2 2-2293
2 - 2293 @!'6 2 24.6! 6 2A
6 2 25;293
25 ;293 @!'6 2 24.6!6 2A
S) 62%34.. ;7 2-
;-2%34.. ;7 2-
4
3-0
/145= <92 4 ;2@ <2 834 A
8.5 ;2= <92
8.5 ;2-="<92
8.5 ;2-=$<92
8.5 ;2= <92
8.5 ;2= <92
8.5 ;2= <92
8.5 ;2= <92
/145="<92 4 ;2@ "<2 834 A
/145="<92 4 ;2@ <2 834 A
/145= 4 4<5 5 ;2- @148101 .;2A
4 4<55 ;2-@.3 . 4/2045 G 6 A
$%
64052 450 ? .
& & %()#
2.4.3.  Output prefix
Name Tag Description Size
> .2 % 59 023023 68 4
64052 450 ?4< 2 ‘#
64 %055 ! 450 3/6.@ 2- 4 5 /-44/12 4 2 ;A= 2755
< 24 122. <6 2- 424 @2- 6 2- 4/204 55;2-755< 5; 24 2-
3/6 .5 ;2-A
- 2-.640526 142 > M 64 52 42 0
93 5 G =293
93 /1352 R
93 /1352 R
93 23 G
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2.5. MEMORY CARD PROCESSING TEMPLATE

2.5.1. Lookup list
Name Tag Description Size
+ .2 195 :035 2= £ 450 €£.
! 6 .245
2.5.2.  Output format
Name Tag Description Size
.2 1 9 023026 142 ! 24<5 <57
a.  Output format bits
Bit Value Meaning
7 2 743 <92
1743 <92
6 ) .424
| /...424 $
S) 62%34.. ;7 2- .@)A S T@! A
;-2%34.. ;7 2- .@)A S T@! A
4
3-0
142.3. <2 @) !' A
I 24<5 . <576 ).424@<2 D A
I 24<5 <576 ! 424@<2 DA
64052 450 ? .
® 6.424 4.612-119/4. "I| @-84./145 242 A=
02302 755< H "I 4: 0 2-42 59 45. ;2 @450 61 2 '4.
2 A4 /.. 9/4.=2-7 4/20 45 4. 02302755< 0.6 .
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b.  Output length when bit 6 = 0

Bit Value Meaning

/145= <92 4 ;2@ <2 834 A
8.5;2= <92 @ <2A
8.5;2= <92 @ <2A
8.5;2= <92 @' <2A
8.5;2= <92 @ <2A
8.5;2="<92 @ <2A
8.5;2=%$<92 @" <2A
8.5;2= <92 @ <2A

[ 145="<92 4 ;2@ "<2 834 A
[ 145="<92 4 ;2@ <2 834 A
[145= 4 4<5 5 ;2-@148101 .;2A
4 4<5 5 ;2- @0 ; 4. .4 .62 ;14 A

$%

c.  Output length when bit6 =1

Bit Value Meaning

3-0 48 023025 ;2-D

2 | 48 023025 ;2-6 1 2"

2.5.3.  Output prefix

Name Tag Description Size

> .2 19023023 68 4

3 1412020 /56 7

2.5.4. Location of data

Name Tag Description Size
.2 142 6.424 11 9/4.
64052 450 ? . @ A
- 40332.119/4. 60.= 4. 2 2 4..424 242 ;42 2-
4.. 3/6. =4.032 2- 5 ;2- 3/6 .
- 4/2045 2 3 242 6 3. 2- 14.293 = 4335/42

2 2- 82344;43-
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2.5.5.  Mifare UltraLight application note

64 524 ;-2 20/20 .4 8 %<92 34; @01< . 2 "A
3/6 2- 01< 62-6 234,2< 4.@ 2 2-42 2- 424102< 45; .
4 34; <0.49A 34, @ 84/259 <92 A 4 4. <9 2- 213542 <6

6 1422 ;

a. Reading serial number

- $%<92 45 01<  5/42.42 2- <; ; 64.. 34/ @ <92 6
34, F <92 634; A
64 524 ;-2 ! % /1354 2= 90/4 45 3/ 22- 0;-

2- 433 3 42 % 59213542

b. Reading other data

4: 0 242 8 F5;2- 3/6. . C2 8/.2-
4/2045/434/29 6 2- /4 .= <92

2.5.6. ST SR176 application note

a. Reading serial number

s 2! % /13542= 2 2 <9 2- % 59
213542 2-5 = 4. ; 45 01< 4 494 4.;6 2 <92 61
2-1197

12 D
12 D

b. Reading other data

s 20/20 . 4 8 %<92 <5/: @ 01< .2 "A
3/6 2- <5/: 01< @ 2 2-422- 424102 < 45; . 4<5/:<0.49A
<5 @ <92 A4 45749 4.<92- 213 542 <6 6 1422 ;

4: 0 242 8 F5;2- 3/6. . C2 8/.2-
4/2045 /434/29 6 2- /4 .= <92

2.5.7. ASK CTS256 and CTS 512 application note

@2 <7 22A
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2.6. MIFARE CARD PROCESSING TEMPLATE

2.6.1. Lookup list

Name Tag Description Size

+ .2 64 /54 /5 :035 2= 450 D
! 6 .245

2.6.2.  Output format

Name Tag Description Size

.2 64 023026 142

3 1412021 26 % 7

2.6.3.  Output prefix

Name Tag Description Size

> .2 64 023023 68 4

3 1412020 /56 7

2.6.4. Location of data

3., 2- G=2- 24; /4 2- <
<5/: 01< @D4.. 6.424 64 /4.A7 - GD-=
335/42 .26 @ A7- GD

a. Fixed block number

Name Tag Description Size
.2 5/: 01< 2 < 4.
64052 450 ? . @ A
- 4 64 /4. 60.= 4. 2 2 4.2 - <5/: 3/6 .
@ <92 A=4.2- 20/42 2- 424 4] . ;2 2-5;2-3/6.

- <5/: 01< -455<
27 4. 6 64 :/4.=
27 4.6 64 :/4.
2 2-42 424102 242 4<5/:<0.49
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64 /2 245 @ /0 29 <5/:A 01< . =$=E/4 < 4.=<02 2-
/22 14:. @2 3 2/22- :9A ; 0Of- 4<5/:4 4/ |25
.26 .6 259 24; . .4
b. AIDin MAD
Name Tag Description Size
.2 2< 5/2.4. 4
- 4 64 /4. 60.= 4. 4.2- @ <50 4. 6 /2 A
4.2 26 .2- 3/6. -5/42 6 2- 2- 2-3 2 2
2- 4/2045<5/:2 < 4.
2 2-42 424102< 5/42.422-<; ;6 2-6 2<5/:14:.72-2-
3/6 .
54 6 2 >4335/42 2 6 .245. 835442 62-
2.6.5.  Authentication key
3., 2- G=2- 24; /4 2- <
32 24:95/42. C /0 7- G D
- 64 :9256=7- G D$=
142 :94.2. 6/42 32 =7- GD' $
)- 2- 24; 4< 2=455 :9 4 2 .02 J0/ @2-
14 24: 45 ;21EA
Name Tag Description Size
2" 64 402- 2/42 :9 | <57

64052 450 ?4< 2

a. Size =1: pointer to a key in RC’s secure EEPRO M

450 . 2 . 6 2293 :9 2 "= 3/2 59=
450 . 2 . 6 2293 :9 .2 "= 3/2 59

b. Size =7 : specified Mifare key

Offset Length Content
+9 32 I 24<5 <57
64 :9 450
/2 102< 6 59 44<5 2- 72-<4 9 @H "IA= 7 2-
243 2:9@H IA 72-2- 433 5/42 :9 3/6 .
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C. Key options bits, when size =7
Bit Value Meaning
7 +9 4 :9
+9 4 :9
6-0
d. Size =17 : master key diversification using HMA  C-MD5
Offset Length Content
+H9 32 | 24<5 <57
412 :9 450
e. Key options bits, when size = 17
Bit Value Meaning
7 6.:9 4 :9
6.:9 4 :9
6 6/42 72-/14. 4.4. 68.2 .
6/42 72-14. 4.4. D /2 01<
5-4 692- :90 ;( % "45; 2-1 *#
3-0
f. Size = 15 or 23 : master key diversification usi ng RC171 algorithm
Offset Length Content
+9 32 | 24<5 8 <57
64 142 :9
$ F %!. 6/42 :9
g. Key options bits, when size = 15 or 23
Bit Value Meaning
7 6.:9 4 :9
6.:9 4 :9
6 6/42 72-/14. 4.4. 68.2 .
6/42 72-14. 4.4. D /2 01<
5-4 692- :90 ; $ 45, 2-1 +#
3-0
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2.7. DESFIRE CARD PROCESSING TEMPLATE

2.7.1. Lookup list

Name Tag Description Size

+ .2 6 5:0352=450 D -$
! 6 .245

2.7.2.  Output format

Name Tag Description Size

.2 6 023026 142

3 1412021 26 % 7

2.7.3.  Output prefix

Name Tag Description Size

> .2 6 023023 68 4

3 1412020 /56 7

2.7.4. Location of data

Name Tag Description Size

.2 142 6.424 6 /4. 24<5 <57

a. Data location bytes

Offset Length Content
335/42 26 @ A
b 26 @ A 5102<4H?24 4. 424165
66 2 6.424 65
$ 2- 6.4242 < 4. @2 A
64052 450 ?0 3/6 .
450 4 16 2

424755< 20/42.2 2- 5 ;2- 3/6 .
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2.7.5. T=CL options

Name Tag Description Size

.2 6 D 32

3% 9"102/136 '%7

2.7.6.  Authentication key

Name Tag Description Size
2" 6 402- 2/42 :9 ! 24<5 <57 ' $
64052 450 ?4< 2
- #
a. Authentication key bytes
Offset Length Content
6 :9 .84.32 | 24<5 . <57
+9 450 @ <92 6 4 !:9= <92 6 4 % !:9A
b. Keyindex and options
Bit Value Meaning
7-6
54
.7 2- :9
/13- .72- 9
5-4 L&
2- 19H4 |
692-:90 ; 6 ! 45; 2-1 +#
692- :90 ;( % "45; 2-1 *H
(" /&)
3-0
2| .862-:92<0.6 402- 2/42
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2.8. 7816-4 CARD PROCESSING TEMPLATE

2.8.1. Lookup list
Name Tag Description Size
+ 2 % %5 :035 2= £ 450 €£.
! 6 .245
2.8.2.  Output format
Name Tag Description Size
.2 D 023026 142
3 1412021 26 % 7
2.8.3.  Output prefix
Name Tag Description Size
> .2 D 023023 68 4
3 1412020 /56 7
2.8.4.  Location of data
Name Tag Description Size
.2 66 2 6.424 47 2 @ 2 $A
64052 450 ?
2.8.5. T=CL options
Name Tag Description Size
.2 D @! 549 A 32 | 24<5 <57
424755< 20/42 .4/l . ;2 2- 5 ;2- 3 /6 .
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a. T=CL option bits
Bit Value Meaning
7-6 I=1D <2
61 !=!D <2 6/4.4557 2
61 !=!D <2 6/4.4557 2
61 =D <2 6/4.4557 2
5-4 I= D <2
61 != D <2 6/4.4557 2
61 != D <2 6/4.4557 2
61 != D <2 6/4.4557 2
0#
3-0 1329 D
2 61 .2
4<5
- 24,82 56D /4. 5/2.
64052 450 ? .
2.8.6. T=CL APDU 1
93/45592- 415/2 335/42 @ !'5/2 3352A/114.
49<4< 26D 066/ 22 62/- 2- 424
Name Tag Description Size
2" A4
4.C12420 ). [-/.. 6!) .66 22 -4 '888=47 . /4..
4. C 2 45<066 51 2.2 <92 6M14C47 5;=27 51
<./4..
2.8.7. T=CL APDU 2
93/45592- 415/2 5/114.
49<4< 26D 066/ 22 62/- 2- 424
Name Tag Description Size
.2 4
4.C12420 ). [-/.. 6!) .66 22 -4 '888=47 . /4..
4. C 2 45<066 512.2 <92 6/4.C47 5;=2755
<./4..
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2.8.8.

0 .2 4/204559 2 2- .424 @293 /4559 2- 4 4. 49/114 A

T=CL APDU 3

424 -4 2 < 60.

47 42 66 2 3/6 .

Name Tag Description Size
2% 4
4.C12420) . [-/.. 6!) .66 22 -4 '888=47 . /4..
4. C 2 45<066 512. 2 <92 6/4.C47 5;=2755
<./4..
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2.9. CALYPSO CARD PROCESSING TEMPLATE

- 342 .45 72- 5. 4593 /4.=2 < 4/

42 4. 3 2/5

7 4593 /4.

2- 2- 0;- % 59

7 033 2!
$ % 213542

59 2- 0;- 2- 5:4/9

2- 6 /4 < 4

) 1, 72- 4593 /4. 0<0/22 4 3/6/

5/16 - 60/2

2- 6 .4<5. 02% 6%64/2 9 4.
54 [ 24/20 2 -4 2- 4593 60/2 4529 4<5. 90 4.
3.; 2- 3/6. .3/ ;213542 /4
2 ?
%<92 45 01< @ % 59213542 A
<249.4242 < 4. 4593 65 @% % 213542 A
2.9.1. Lookup list
Name Tag Description Size
+ & 2 42 5 :035 2= 450 D -$
2.9.2.  Output format
Name Tag Description Size
& .2 42 023026 142
3 1412021 26 % 7
2.9.3.  Output prefix
Name Tag Description Size
> & .2 42 023023 68 4

3 1412020 /56 7
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2.9.4.  Location of data
Name Tag Description Size
& .2 66 2 6.424 47 2 @2 A
64052 450 ?
2.9.5. Calypso APDU 1
93/45592- 415/2 [114.
Name Tag Description Size
& .2" 14593 42 4
4.C 12420 ) . /[-I:. 6! .66 22 -4 .'888=47 . /4..
4. C 2 45<066 512.2 <92 6 14.C47 5, =2755<
14
2.9.6. Calypso APDU 2
93/45592- 415/2 /114.
Name Tag Description Size
& .2 4593 42 A4
4.C 12420 ) . /[-I:. 6! .66 22 -4 .'888=47 . /4..
4. C 2 45 <066 512.2 <92 6/4.C47 5;=2755<
14
2.9.7. Calypso APDU 3
93/45592- 4 4. 49/114.
Name Tag Description Size
& .2% | 4593 42 4
4.C 12420 ) . /[-I:. 6! .66 22 -4 .'888=47 . /4..
4. C 2 45<066 512.2 <92 6 14.C47 5;=2755<
4
424755< 20/42 .4/l . ;2 2- 5 ;2- 3 /6 . &
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2.10. SUMMARY OF CONFIGURATION TAGS

Name Tag Content

. '#133/8 02;

E @02 664/2 9? 425 % 59 4. A
. '#133/8 02;

E @ 02 664/2 9? 1329A

. '#133/8 02

E @ 02 664/2 9? 1329A

. '#133/8 02

E @ 02 664/2 9? 1329A

3<:1 32 3

E @ /432 $A
# 45/ 6,042
(02302 . 549
842 .549
; /25/6,042
L ; 0GG /25/6,042
)# D2302/ 6,042 7- 4. 7: )4 1.
; 02302/ 6,042 7- 4. 7 : 424/5 l11.
! - $ 02302/ 6,042 7- 4. 7: % "1
I( ; 02302/ 6,042 7- 4. 7: %" 1.
5 4/ /.
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3. CONFIGURING IWM-K632

- 4 277492/6,0 )%+ ?

4 42 4.=6 1422.7 2-
6 .245=

404559= <9 2
4/l A=4 -7 <57

<2-/4 =2- 62- 60 0013 4<5

;16,042 450

3 42

-6 20013 4<5 2- 455 4/ 6

6274 | [-432
4. C/ 5@ 455
3 2 4. <0GG

/5 342

)-42 -4.74 0 .=.6405264/2 9 22 ;
% "1.= <3=

4. 49: .6 = <92 68.5 ;2- 02302

=43 1 /8 010 4.1 /32 2
[-4] 2-42 .64052/ 6,042 142/- 90 J

6 )%+ 6174 4 2

1 4 2- C 5225
012

3.1. HARDWARE JUMPERS

O013 4 4454<56 <4//6;,042 6
- .64052 @ 02 664/2 9A 22 ;4 3/6 .

2- ./
<94; 9<4/; 0.

3., 2-4/2045-4.74 =2- 0013 -4
2- 54<50. 2- 3 .0/24. 6 2 2- 433 3

.66 260/2 , 69
42 34 4;43-<57

3.1.1. IWM-K632-WD

Jumper ON

OFF

342 1.

4/ % 4<5.1.

302 . 4<5.

302 4<5.

# 302 . 4<5.

BAIW|IN|F-

# 302 4<5.

0GG 4<5.

0GG . 4<5.
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3.1.2. IWM-K632-SU
Jumper ON OFF
1 342 1. 4/ % 4<5.1.
2 54 -1. 1451 .
3 0GG 4<5. 0GG . 4<5.
4 $% $%
172/-* 4557 5/2 <27 '4. 1% 1.
3.1.3. IWM-K632-WD Mk2
Jumper ON OFF
1 54 -1. 1451 .
2 342 1. 4/ % 4<5.1.
3 .M# 302 4<5. .M# 302 . 4<5.
4 0GG 4<5. 0GG . 4<5.
3.1.4. IWM-K632-SU Mk2
Jumper ON OFF
1 54-1. 1451 .
2 342 1. 4/ % 4<5.1.
3 $% $%
4 0GG 4<5. 0GG . 4<5.
172/-* 4557 5/2 <27 '4. 1% 1.
3.1.5. Note on the trace-enabled mode
-H24/% 4<5.1.10013 -4 2- 66/2 ?
4<5 455 4] T7- 2- 4. /| 6; 0.6 424/5/:
);4.342 @ / 455 1052 358. 72-424/5/: ) 4.
02302=2 2-7 . 4<5.A=
/| 45/110 /42 <40.42 2 <3=
12 42 2- |- 2- 455 =4 . 4<5 4 6724/ 1 4; 6
22:303

H24/% 4<5.1.1 -<2 1453 42 62
26 ;22 72/-<4/:H24/% 4<5.1.10

2455 ; 2-

4.

013 2 <6 4/204559
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3.2. CONNECTING IWM-K632 TO A COMPUTER

3.21. IWM-K632-WD

% /2 > " 4 4! 264/ <27 2- 4. @2- 0;- 2
% : /2A4.4/1302 0 ; / 62 ) .7 52 42 59=90 149
0 7 264 %12 %'%
2455 6274 6 && H! 6 %/2 C %<4.. /12
2- %!% 264/ 4 4 2045 453 2@, A

3.2.2.  IWM-K632-WD Mk2

)%+ %) =2- % : /2 -4 < 354/.<94 64 .
264 @ A
% /2 > " 4 41 264 <27 2- 4. @2- 0;-
A4.47/1302 0 ; [/ 62 ).7 ; 4 /1302 <052%

2 64/ 0033 2.

3.2.3. IWM-K632-SU and IWM-K632-SU Mk2

[22- 4. . /2592 2- /1302 O ; 2- 2- 455 @'% A
2- 1 264/ @293 /| /12 A
- 0 ;2- 1 264/= 2455 6274 6 && H! 6 %
2 C %<4 .. /12 2- 4. 44 2045 453 2@, A

3.2.4. Common information

(93 145 49/135422 1 45 10542 2:;21 /2. 2 2-
4. 2- 0;-2- 453 2 64052/110 /42 22,4 7
A424<2= 23= 34 29= 657/ 25U
40.42 D <3

3.25. IWM-K632 RS-232/USB

1259 1 2} 45 2 64/ 2 2- /1 302 I 4. = 90C55
-4 2 2455 2- %01 ) . @H, 10<. /290. %/2
' RO/:242 245542 . /2 9A
(93 145 49 J0 45 22 1 45 10542 2 /110 /42 7 2- 2-
4.
40.42 149< 452 .<9/6;042 =<02 .64 052 <40.42 @ <3 A 45749
2 .7- 2-H24/% 4<5.1.1 7 2/- 2
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3.2.6.  Testing connection

2-/ 3 .;72/-2 H24/% 4<5.1. 13 2 =
7 %03 @ 2A2- 4. =
4. . 2 .26/42 2 ;?

Pro-Active K632 Reader [1.00]

3.3. RETRIEVING IWM-K632 INFORMATION

3.3.1.  Firmware version
2 H verl2 4.)%+ 6 174
3.3.2.  Firmware configuration

2 H shol2 4.)%+ /6;042

3.4. ENABLING CONFIGURATION COMMANDS

)%+ /6;042 149< 3 2/2.<943 % /. @6 [6;042 24;
1329= 3 %/ .

6.6 .2 . =/6;042 /114. 4 3 14 259. 4<5 A

2 H pINNNNNI2 4557/ 6;042 /114.=7- 2- 4/2045 3 %

/. @6 24/=H  pinl234 1A

3.5. ACCESSING IWM-K632 CONFIGURATION

3.5.1. Reading configuration tags

2 H cfg 1252455/ 6,042 24;

1029 4 =/6;042 /114. 4 4<5. 596 102 62
102 6 4/2 29=90C55-4 2 2 2-3 %/ . 4,4
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2 H cfgXX 12 4.450/ 6;042 24;>>@-84./1454 . A

2 2-42/ 6,042 24 =4

@:90.<942 4.4.3%
[ A4 14:.7- 4.<4

3.5.2.  Writing configuration tags
2 H cfgXX=YYYY12 03.42 / 6,042 24;>> @-84./145 4.,

450 &&&& @-84./145 450 A

2 H cfgXX=!l 12 .52/ 6;042 24;>>@-84./1454.. A

AT2-

3.5.3.  Writing keys in RC’s secure EEPROM

2 H keyaO=XXXXXXXXXXXX2 03.42 :9 42 .8 =H

keyal= 12 03.42
9 42 .8=4. 025H keyaf= |

2 H keybO=XXXXXXXXXXXX2 03.42 :9 42 .8 =H

keybl= 12 03.42
9 42 .8=4. O025H keybf= |

2242:9 2 . [4C2< 4.<4/
3.5.4. Reading RC’s 4-byte EEPROM

C /-3 2 /50. 4 %<92 2 2 4]

6;042 450
2 H cfgRCI12 4.2- %<92 450
3.5.5. Writing RC’s 4-byte EEPROM
C /-3 2 /50. 4 %<92 2 2 4/ 6;042 450

2 H CcfgRC=XXXXXXXH2 7 2 2- %<92 450

226 C %<92 /0 259 20 .
2 2-/16;,042 /2 6 )%+" 6 174 A

54 :32- 450 2 4 2149< 0

<9)% + 6174 @<02

6020

3.6. APPLYING NEW CONFIGURATION

7/ 6,042 4335 . 59462 2
9/5 37 2 H rst 12 22- 4.
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3.7. REVERTING TO DEFAULT

1121 2 [/ 492 302 4. <4/: HO 2% 6%64/2 91/ 6;042 @6
24/ 7- 4. ; 61 2242 A - . 459<9 4 ;455
24,61 4.C119

2 H cfgll=l 12 .52 455/ 6,042 24;

- C /6142 3132 49:. 6H4 90 0 VI3303 7.7

4 ; 92-; 11.42 4.0 / 4<5

4 ;4552-16;042 24; 2 4559 0;-2 3022- 4. @AK<A
02%6%4/2 9/ 6;042 = / 64 :9 2 . cC /0 4
2 4.

4.344,43- " 2 -72-:9 149< 7 22
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4. SERIAL MODE APPLICATION NOTE

4.1. THE RS-485 INTERFACE

a. Pins
4. 4 1% " 4.1% "= 3/2 5 9
b. Communication parameters
64052 <40. 42 <3 ! " 690 2 /-4; 2- 450
2- 34412 4 ?
A424<2= 23<2
34 29= 657/ 25
- 34412 /4C2< 452 .
4.2. THE RS-232 AND USB INTERFACES
64052 <40. 42 <3 ! " 690 2 /-4; 2- 450

2- 34412 4 ?
A424<2= 23<2
34 29= 657/25

- 34412 /AC2< 452 .

4.3. SERIAL OUTPUT

4.3.1. Frame markers

| 45641 14: 4 /6,0 .<9<2 $% 6

a.  When addressing is disabled

424C " $C=
6<2%$% D =641 H "3l
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6<2%%% D . =641 HS T "$STSTI7- S T

2- ! <55@ Al-44/2 @ $A=S T2- ! /4 4, 20
@QA=4.ST2-! 5 6.@ A

6<2%$% D =641 HSI>T "$S >TI7- S!>T 2-

I H242 62821/-44/12 @ .A=4.S>T2- ! H.6282
@A

6<2%% D .=641 HS TS!>T "$S >TS TS TI

b.  When addressing is enabled

424C " $C4.4. PAC@ .Q4Q | A=
6<2$% D =641 H4AT "SI
6<2%% D .=641 HS T4T "$S TS TI

6<2%$% D . =641 HS!I(T4TS!>T "$S >TI7-
SI(T 2-! H2426-4.1/-44/12 @ A
6<2$% D =641

HS TS!(T4TS!>T "$S >TS TS TI

4.4. SERIAL INPUT

02302 1 259

<6 8/02;2- J02.4/2 2-7 = 2 3 72-S +T

S4..

)%+ 4//32 -2 /114. 61 2- - 2= 2 4. <0GG

Y%+ . C2/- | ..424@05 H/ 5 1.10013 A

6 / ./114.-4 < 0. 2 .<9 )%+ =2 35 72-S+T

4.4.1. When addressing is disabled
114 .24 1 6 142 <command> <CR> <LF>
4.4.2. When addressing is enabled

114. 24 1 6 142 S4.. T

? <command> <CR> <LF>= 7-
T102< 2-4.. 62-./

4.4.3. List of commands

A0 4. ; 412 @24;355; -452.A
Al 4. ; 412

RO 172/- . 66

R1 172/- .
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R2 <5 : 5759
R3 . <5:J0/:59
GO 17 2/-; 66
G1 17 2/-;
G2 # <5 : 5759
G3 # <5 :J0/:59
Z0 12 3 <0GG
Z1 124 2 <0GG
Z2 - 2<0GG 0.
Z3 :<0GG 0.
Margz 141 4 . ; F_F# FL2
Mrg 41 4 . F#
Marg 141 4 . ; F F#
RST 22- 4,
VER 2 4. C
SHO 2 4. C 22 ;
12 0013 433 3 4259=4./- 33 /6; 042 4. L2
45572- . /21252 4. 2 <0G G
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5. WIEGAND APPLICATION NOTE

5.1. THE WIEGAND INTERFACE

a. Pins
"4. 4 ) 4. 4 . 02302 = 3/2 59
2-3 4 42-;-5 57- 5=
57 305 . 2 4<2 02302=
57 305 . 2 4<2 02302
145 3 42 = 4 . 4 425 75 5 10524 059
b. Signals
data stream 0010110
DATA 1
Hi —
Lo
DATAO
Hi
Lo

c. Timings

- 4 2- .64052 21 ;U 2-9 /4 < 452 . <9 7 2,;

2
1 6;042 24;7?
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Total bit duration

1.00ms +/- 10% Next bit
Hi ! i
Lo 7 L !
Pulse time Guard time
0.13ms +/- 10% 0.90ms +/- 10%
2 <22 2422-/255 2 2- 64 55: . 62- ;45 2-

575 5=4. 2 2-

5.1.2. Electrical levels

- 5/2 /45 2 64/ -4 |-4:. <27 )%+ %) 4. )%+ % )
02/6;0 2-/255 2 64 4l .2 4.C

a. IWM-K632-DW

4. 4 2 3 /55/2 02302 055%03 2 @2 4" 5 5A
4 1<... 2- 4. 4./4C2< . 4<5,
&0102/ [22- 4. 2 4 -:-%13 .4/ 302 59
|1
023025 5- - 1 ="" 148
023025 557 = 148

b. IWM-K632-DW Mk2

4. 4 ___ 3 [/55/2 02302 055%03 2 @ 2sA 102 <
0335 .<92-/255 @2, 1255 S5A
48 101 450 4 7
v s D
s D1

93/45 450 4 ?
, 25 D", esD =% W @ D=1A
, 25D psD 1 W @us D =1A
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5.2. FRAME FORMAT

) ;4. 023026 142 60559. <92- 21354 2
5.3. LED INTERFACE
$4. 4 3/2 59 .4.; 302
| 3 4)
3025 5-:- 2
3025 557 28,

- 4. 44 2 453055%03 2 2",

READER

.
|
|
| 7:RED LED
| 8: GREEN LED

5V
ﬁ 4K7

I

I

| Level O : LED OFF
: Level 1 : LED ON

A+

12 0013 433 3 4259=4./- 33 /6,042

82 45/ 2 5 62-

2 4557 4
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6. DATACLOCK APPLICATION NOTE

6.1. THE DATACLOCK INTERFACE

a. Pins

"4. 4 ).4. 4. 02302 = 3/2 59
2-3 4 42-,-5 57- 5=
- +5 4/2 57=
-5 2,@575 514 =-;- 5514 A

b. Signals

data stream 0010110

DATA

Hi —

Lo

CLOCK
Hi

Lo

c. Timings

64052 /5/:3 . 1 @433 8A72-4.029/ 95 @ N 4/2 = N
4/2 57= N 42 A - 21; /4 < 4 52 . <9 72; 2
/6,042 24,
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Total bit duration
1.00ms +/- 10% Next bit

DATA
Hi

Lo

CLOCK
Hi —_

Lo

Attack guard time Clock pulse time Decay guard time
0.33ms +/- 10% 0.33ms +/- 10% 0.33ms +/- 10%

2 <22 2422-1255 2 2- 64 55; ., 62-/5/ 2-
575 5=4. 2 2-

6.1.2. Electrical levels

- 5/2 /45 2 64/ -4 |-4:. <27 )%+ %) 4. )%+ % )
02/6;0 2-/255 264 4l .2 4.C

a. IWM-K632-DW

4. +4 2 3 /55/2 02302 055%03 2 @2 4" 5 5A
4 1<... 2- 4. 4./4C2< . 4<5.
&0102/ [22- 4. 2 4 --%13 .4/ 302 59
|1
023025 5- - 1 ="" 148
023025 557 = 148

b. IWM-K632-DW Mk2

4. + 4 ___ 3 [/55/2 02302 055%03 2 @ psA 102 <
0335 .<92-/255 @2, 1255 5A
48 101 450 4 7
v s DY,
s D1
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93/45 450 4 ?

6.1.3.

, 25 D", nsD =% W
, 25D psD 1 W
Digit format

424/5/: 5924 12./145 .424 4/-.;2
.;2<2=542 ;6/42<26 2=

@us D =1A
@us D =1A

24 122.4"<27?

34 29<2
424 4 % /. .= 59 ./145 450 6 1 2'4 45.6 424
.;2 450 4< @-84./145 450 6 1 2 A4
Dataclock digit format
Value Bit pattern Value Bit pattern Reserved for
0 0000 1 A (10) 0101 1
1 1000 O B (11) 1101 0 | Startsentinel
2 0100 O C (12) 0011 1
3 1100 1 D (13) 1011 O Separator
4 0010 O E (14) 0111 O
5 1010 1 F (15) 1111 1 | Stop sentinel
6 0110 1
7 1110 O
8 0001 O
9 1001 1
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6.2. 1SO2 / MAGSTRIPE FRAMES

6.2.1. Frame content

)- 2- ! 4;2 3 6 142 52. @<2 $ D A= 59 ./145
;2 @ 2 'A4 4557. - +7- 424 4.6 12- /4. 4/204559 ./145
01<

14 424 2/13 .6 01< <024<24

9< 49 450 =424 542
102 < 4335 . <6 4/2045 24 1

- 2 4 542 .6 .<9<2 % 6

2- 424 P $ Cc -84./

145 242 @2- 2-
45 01< 64 64 5245;-2/4. A ;2

PC4.PC4 24557. 2-641
a. Discard non-decimal

6<2 %D .=641755<P$ ™ C

b. Replace by separators

6<2 %D =641 755< P $% %"% C7- P%C 2- A424/5 [
3442 [-44/2 @.;2 A

C. Translation method 1

6<2 % D .=641 755< P $ _ _""_ Cc 2
2-42 4]- 424 ;2 @-84./145 .2 _A-4 < 354/.<9 27
145 .2 @ 0 2 O"A 41 5;2- 271 4 <;4 4245 ;2-

d. Translation method 2

6 <2 % D .=641 755 < P $%
1145 ;2 -4 < 24 122 .H4 1=7-

2 "A-4 < 354/.<92- P%C 3442 6557
1.

_ % _"%" C 2 2-42 45.
;261 .2 L@
.<92- . . .%<9%

6.2.2.  Frame prefix and postfix

I 4,23 641 4 24 122.4/] .;2
62 ., ?<2 24122. 21 =
1242 2 5@-84./145.;2 = <234

6557 ;3 2/57

22 H IA=
12045641 /2 24 3/6 . "=
123 2 5@-84./145.;2 = <2342 2 H 1A=
" 6641 @> /1302. 342 = 4. A=
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-2 .5 ?7<2 24122, 21

6.3. RAwW FRAMES

6.3.1. Frame content

- 2- )6 142 5/2. @<2$D A= 4244 2H4 1=49
;261 L@ A2 "@.A< ;4557.

6.3.2.  Frame prefix and postfix

)641 4 24 122.72-023 684.3 26 8

6.4. LED INTERFACE

$4. 4 .4.; 302= 3/2 59
| 3 4)

3025 5-;- 2"
3025 557

- 4. 44 2 453055%03 2 2",

i
5V READER |
| 7:RED LED
ﬁ aK7 : 8 : GREEN LED

< re P
| Level O : LED OFF
: Level 1 : LED ON ,J_,

12 0013 433 34259=4./- 33 /6; 042 2 4557 4

82 45/ 2 5 62-
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/. SPECIFICATION OF MASTER CARDS

- [-432 3 ..44146 /029 83
42 4.4/-2/20

021 . 2 .2 135122- 3422-1
6274 4/ 2252 /42 42 4.

2 2 45042 )% +

5 =/ =- 8
I [-432 6 .245

7.1. BUILDING A MASTER CARD

- 42 4.102<4 6 =

4. 2 262/-/16,042 42461 6
42 4.213542 3/6 . 82344;43-
402- 2/42 :92-42149< [-4;. 43 %/0
@ 42 4.<5;;21/021 >755 2
4. A=

6 2 ;7 22, 2 %5425 11

4. 4l . ;2 2-

4244 3 2/2.<94
21 3% 2<4
7: /021 &C

9= 4. [-|: 2-42

42411 72-4 45..:245 420 - 19/4C2< [-4; .=
4. 59:7<9 %/2 C 6274 - 0 2-42 59 .424 2-42
4 < 3%45.42.<94:0 6274 /4 < 54.. 4. C
% 5425 11 9
7.2. TEMPLATE FOR MASTER CARDS
7.2.1. Location of data
Name Tag Description Size
! 142 6.424 142 4. | 24<5 <57 "

a. Data location bytes

Offset |Length Content

Specified value

(@8]

35/42 26 @ A

26 @ A6 /16,042 .424

b
b

26 @ A6 .;245 ;420
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7.2.2.

Authentication key

02% 6%64/2 9:90 .6 402- 2/42 6 42 4.
59

%/2 ;0 6274 KO/- 4 =- 8

42 4.72-2-.64052402- 2/42 :9

/

/0 2-

245542 =/021
=4 8354 .

-05. 354/ 2- :94

2- 4.

/ 6.245

K 4<5 2 [ 42

4 2-9

2- 41 20/20 4

Name

Tag Description

Size

02- 2/42 :9 ! 24<5 <57

a.

Authentication key bytes

Offset

Length Content

02- 2/42 :9 .84.32 | 24<5

. <57

@2-

% !:9A

b.

Authentication key index and options

Bit

Value Meaning

54
.7 2- 9

/13- .72- 9

L&

2- 19H4 |
692-:90 ; 6 ! 45; 2-1
692-:90 ;( % "45; 2-1

+#
#H

(" /&)

2| .862-:92<0.6 402- 2/42

13/6 . 450 ?

/&, 5 )" #
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7.2.3.  Signing key
Name Tag Description Size

# ! "0y 59 24<5 <57 $

+90 .6 .;245 ;420 6142 /4. | 6. 245

5 %/2 ;0 6274 KO/-4 =- 8 K 4<5 2 ; 2-

42 4.

021 -455 2292 /4; 2- 34412 =0 5 4. .2 <9 %

12

a.  Signing key bytes

Offset Length Content
84.32 | 24<5 . <57
@2- %<2 :9A
b.  Signing key index and options
Bit Value Meaning
7-6 6 $% .
5-4 L&
2- 19H4 |
692-:90 ; 6 ! 45; 2-1 +#
692- :90 ;( % "45; 2-1 *H

3-0 6 $% y

13/6 . 450 ? 5 ) #

- /-1 -4 < 2 0 2-42 424 .2- 42 4.4 < 3%

45 .42 .4/ . ;2 4. 3/6/42 =4.- 4 2< [ 032.462 74.
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7.3. DATA STRUCTURE

7.3.1. Size of file

5-5.;/6;042 4244. 64 :9 @6 6 2 IA 102 <
84/259" %<92 5; /4 0. G -2 2-4 " <92 =65 102 < 34...
72- .
7.3.2.  Configuration data
-16;,042 .424<5[:0 2- ==, @24,=5 2-= 450A /. ; /-1
4, <92%7.=
<92 %7 .=
450 2 <92 %7.
2160. ==,<5/1755 72 .42472 -2- 41 24;45 493 2
4. C % 5425119
12 D 2 .52 4 82;24,612 % 5425 11 9= 72-02
354/ ; 2
42 ==, 62- /16,042 .424<5/:102 < 2- .;245 ;420 6 2-
7-5 <5/=4/ . ;2 2- 45; 2-1 3/6 . $

7.3.3.  Mifare keys to be loaded into RC’s secure EE  PROM

+92<54..2 C [0 0 2- == |-1=4 65577
4:@ <92AD . F:9 .84 3/6. 4=
@ <92AD . =

450 2- 64 9@ <92 84/259A
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7.4. DIGITAL SIGNATURE

7.4.1. Size of file
5-5.;2- ;420 @ 66 2 IA 10 2< 84/259 %<92 5 ;
7.4.2.  Algorithm
- 2- ;420 45; 2-17- .6405234 41 2 WH+&40.7?
2 <2-" %<92 /6,042 <5/:47 22 2- /4. =
2 & < 2- %<92 :9=
69 & 61 /4.C =20; (%" 6 /42
45; 2-1 2:2 ).& =
1302 D( % "@ o/ AO; ).& °®
3/6. $ = 450 6 SignKey /6.245 021 -455 2292
[-4; 2-:9= 2- ;420 45; 2-1
- 2- /6042 .424 350 2- 64 :9 2 <54. 2 C [0
245 G 032" <92 @4 JO . <9$ A 2242 ;420 /1302.
2- 7-5 65= /50. ; 2 34.. ;=7-42 2-0.5 2

$
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8. UsING IWMK632 SOFTWARE TO CREATE MASTER CARDS

8.1. OVERVIEW

=- 8 4 /114. 5 6274 @O ; /| 62) LTA 2
/42 42 4. =- 8 .4 %2 ' @ A/ 24/25 /035
23;412- /4.
2 =- 8 @ 2 4.2-/1352 52 6/114.5 72/- 4.
32 =4.2-/1352526 /2 4.4 4<5 6 /6;042 65
=- 8 6274 /1 72-4 0 4135 /6,042 6 5 242 -7

293/45/ 6,042 6 ) %+

42 4.4 > 6

8.2. CONFIGURATION FILES

=- 8 0 4/6;,042 652 2 /6,042 4242 < 7 22
22- 42 4.

6,042 65 4 14.5: 24.4.) .7 HI165 -9/4< .2.
0, 234. 49 2- 282 .2

4/-5 /2 0 2-6 142H41D 450 I7- H41l1 2- 2-
41 2- 24, 62- /6,042 4 4<5 @ ; 2- H321 HIA=4.H4501 2

450 -84./145
8.2.1.  The “general” section

- [2 143 2 24 .2 . 64052/ 22 ?

[general]

opt=05 : value for OPT
od|=02 : value for ODL
rdlI=0A : value for RDF
cld=0F : value for CLD
cbz=13 : value for CBZ
wgd=0A : value for WGD
dtc=0A : value for DTC
ser=C5 : value for SER
shd=00 : value for SHD
pin=0000 ; value for PIN
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8.2.2.  The “rckeys” section

- /2 -5.2- 64 4/ :92<7 22 C /0
93 :94 41 .H412 H4"1=4.293 :9 H<12 H<"l

( C4 84135 6/ 2 27

[rckeys]

a0=A0A1A2A3A4A5 ; Mifare type A base key (for MAD)
al=FFFFFFFFFFFF ; NXP transport key
a2=000000000000 ; other transport key
a3=CCCCcCccCcCcCcCCC ; unused

(...)

al5=CCCCCcCcCcCCCCC ; unused

b0=B0B1B2B3B4B?5 ; Mifare type B base key (for MAD)
b1=FFFFFFFFFFFF ; NXP transport key
b2=000000000000 ; other transport key
b3=CCCCCCCCCCCC ; unused

(-..)

b15=CCCCCCCCCCCC ; unused

- 2 @4. 4/-5 2A 32 45 5 9:952. 2- /2 755<
722 =2-:9755<5620/4;.

8.2.3.  Sections for Card Processing Templates

)%+ 149 0 61 2 /4. 4//32 ; 213542 4/- 213542
/6,0 .<9 /2 H2351=H235I=H23514.H 2351 3/2 59

442 94.32 45/226 4/- /12 .3 . 2-/4.5:0352
@+65A62- /2 256

a. ID-Only example

- 4135 /2 /60 213542 2 4.4 9:.6 023026 142

? %<92 68.5;2=368.<92- 2 ;H DI ?

[tpl4]

IklI=0F ; wants any kind of ID

tof=82 ; 8-byte output, swap 1444 3 A short IDs

pfx=49443D ; prefix = “ID="
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b. Desfire example

- 4135 /2 /60 213542 2 4. <92 6.4246 14 6
/4. 023026 142 ? %<92 68.5 ;2-= 3 687

[tpl1]

kl=71 : wants Desfire cards

tof=02 ; 8-byte output

pfx= ; no prefix

loc=123456 01 000100 08 ; 8 bytes of data to be rea d in application
: 0x123456, field 0x01, at offset 0x000100

aut=00 AOA1A2A3A4A5A7 ; authentication with key O , plain comm.
: mode, no diversification. Key is a single

; DES key (8 bytes)

8.2.4.  Master Cards related sections
a.  Specifying a new configuration for future Master Cards

- H235"l /2 4557 2 03.42 2- /4. 3/ ; 213542 .2
42 4.1 344,43- 6 .245

[tpIS]

aut=E0  xxX...xx ; 16-byte authentication key

- %<92 402- 2/42 :9 2- H235" /2 2- 2-42755< 7 2 2
2- 4, @A<92- 42 4.

2 22-:92-42755<0 .2/ 42 2- 42 4.2 56

b.  Specifying configuration to be used by current M aster Card

-H1421 /2 .6 -72- 42 4. - 455< [ 42 .1 34 4;43-
6 .245
[master]
aut=E0  xxX...xx ; 16-byte authentication key
- % <92 402- 2/42 :9 2- H142 1 /2 2- 242755 <
0.2/422- 42 4.
2-4 134/2 2-:9722 2- 4. @ A
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8.3. OPERATION INSTRUCTIONS

42 90 /6;042 65 4. 4 2
= 8 2455 =6 24/ 72-2- 41 7

347-5@ ).77?1242 0

#22-./29@/114 .H/IAT-
50;4.37 % 90 ! =
024 ; 6 /4. 2-!=
2 I=- 8A
42025 42 4. 7 22

2- 41 . /2 9 7-
0 /1. 8 A=
71: /6; 2455 =
312= =/ 24211 2/2 @ 4

62- 6 /4. 2 ;=2-
2- 7-565 20/20 7 2-4552- 424A

7 22
*1B<. = C

0 2302 2- 4. 594 ; /4.=

=2@120/1 12// 2/1
4 5 42 4.2 <
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8.4. CHANGING AUTHENTICATION KEY FOR MASTER CARDS

55 )%+ 4 -33.72-2- 41 02% 6% 64/2 9 402- 2/42 :9
/0 2- 2=/021 -05. 354/ 2- .6 4052 :9 <9 2- 7 :9
<6 2455 ;2- 4.

%/2 /11 .2 14 @4.: 3A425422 7.21242 4.6 4-
021 272
# 3 452 59 2- 402- 2/42 :9 @ 354/ .6405 2
:9<9 2 3/6/:9A
0 55 4. <026 2- 2 -455< [ 6:0 .0 ;2- +
4 4294 |
$ 4/204559 | 6;0 2- 4. @/4. 31 ;
213542 = 023021. 4.6 142=4. A
0 20 2- 2 3/6/:96 402- 2/42 =< 02. C203.42 2-
9242 4549 . 2- 4.
o - 8 455 < 0. .0 : 245542 4.

7- 907 -2/4; 4. 16,042

2 2-42149 8 4 </42. @ 6 4/-:.6 02302
22 ;= 6 4/-335 [-4; 6 24554 2 EA7- 4 59 +
-05.</42.4.<:32 4 /0 354/

0 2 11< 2- 7402-2/42 :990 302 4 4. 690
6 ;2 2- 402- 2/42 :9= 4.6 ;2 2- 3 %/ . @ .6 3% /. 2
A= 2755< 13 <52 /4; 4. /6 ;042 4,4 W
*1B<. = C
-42C < /40 + -4 ;22- 402- 2/42 :97 22 2=4.
49<.9149 2 20 ; /[=- 8 6274 =7- 2- 402- 2/42 :9 590
2 /0 8 4. 2722 2-1
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8.4.1. Creating a first level Master Card

42 4/ 6;042 65 @ 49=H 7 IA72- 592- 5 ?
[master]
; Master section is empty, we use Pro-Active’s defa ult keys
[tpIS]
aut=E0  xx...xx

7- "g" 2- 2 3/6/ %<92 402- 2/42 :9 =

024 ; /4. 2- '=54<5 2H ’5 542 4.1=

2 =- 8A =

2- 42 4.2 7 2 2- 7402- 2/42 9 2- 4 @A

8.4.2.  Creating a second level Master Card

42 4/1352 /6;042 654 X
142 2-6572-2- 5 7

[master]
aut=E0 xx...xx

gt'rl)'leSr]anate 5 section is empty, we keep current keys in the reader
7- "o 2- 2 3/6/ %<92 402- 2/42 :9 =
024 ; /4. 2- !=54<52H 5542 4.=
2 =- 8A " =
2- 42 4.272/1352/6;042 2- 4. @A
- 9 . 42 4.4335/42 U 2- :9755<. 6.0 ;( %"

45; 2-1= 2-H I-4. 14 .42 9
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8.5. REVERTING TO DEFAULT
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9. HMAC SIGNATURE AND KEY DIVERSIFICATION

9.1. HMAC-MD5

9.1.1. Abstracts
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9.1.2.  Algorithm
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9.2. UsING HMAC-MD5 FOR SIGNATURE
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9.3. UsSING HMAC-MD5 FOR KEY DIVERSIFICATION
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9.3.1. DES & Triple-DES key diversification algorit  hm
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9.3.2.  Mifare key diversification algorithm
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10. DESFIRE SAM & RC171 KEY DIVERSIFICATION

10.1. DES AND 3-DES KEY DIVERSIFICATION
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10.2. MIFARE KEY DIVERSIFICATION
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10.2.1. Basis

- 45; 2-124: 4 302 ?
%<92 142 :9 @+1A
%<92 35%!. 6/42 9 @+.A
- %<92 <5/:4.. @4.A
- %<92 /4. 45 01< @0 .A
23 . 4 023027
- %<92 64 :93/6/22-/035/4.F 4.. @+0A

(C2-657/-427

Kd

b, b,
b, v b, — Ku,
b, b, — Ku,
b, TDES by |7 Ku,
b, > opEs [ > b, | Ku,
b, b, — Ku,
by by | Kug
b, b,

10.2.2. Diversification based on UID only
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10.2.3. Diversification based on UID and address
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DISCLAIMER
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