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- /01 2/ 344 5#, 3. #
43 /1:43282- 34 ;2- < -3
43

- [-l37 3 54/2.=92- /0127 7

/13 90 #, #,
5314 ;.43 2-

6 -3 35183

- '73.90 3. 82-30:2'.32 5 183 ;
- 5 2 34 52- ./01 27

51

, 6 4207-8 292 6: 8

358/37
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2 .0/.=95 183
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1. INTRODUCTION

- ./012: . .234.2/-/34 5 132
8344'102/ 23/24 :>129/3. 3. #,

50 52 '/2

1.1. AUDIENCE

- 5/ 13034 301 232 2- 3. -3
4/2 | 2 . 7.2=0.=9921 2732

> 2 6847 5

1.2. PRODUCT BRIEF

a. Abstract

#', 38344'102:>129 3. 2 3.
39 23.3. " %%% [/ 23/24 /3., /40.
" 58314 ;3.34 " * [ 292 37 0.

b.  Typical applications

- 3. :1349../32.2/:32 3/
5 /0 29 32429 ..;=02/3 34 =0. /3-

C. Output modes

.7 5283 /57032 A2 . '
3./3=:32.2 1.7?

# 73.A02:02 49B;82-/5703=4531 47

323/416 " 372 : A02:02 49B;
" 34 :02 02:02
.7 2-0.497-383;2- 34
"%, "A"2 34=.7B

d.  On the field configuration

#', 50449 / 5703=4 '2-'5 4. 2- 07-
2 34 ; "3. """ [9273:-/ 347 2-1
/0 29 : 32

34 01= 32351
7 ::043 @ 3.
921

/24,8 3-7-4 4
. 713/

4324 11 9B; 2- 31

2-;

:02 02:02/3 2- = ™

/0. 32 3.
3 3343=4 5 3.3/.
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1.3. PRODUCT VERSION WARNING

22- 32 582 7,2- 3 7 32 5 #', ?
27 32 A43=4 B-3 = ./20. =039

"/ .7 32 A43=4 - B /0 249 : .0/2

2- 7 32 3 C 5283 /1:32=4; =02 A 0
12 2/ 10 - ./012.:/2/43492- .55 |/

37 32 -3 .2/2:.027?

3. 82-# 73. 323/4/6 "% 02:02
" " ?
3. 82-" " 02:02

"232 782- #, 5183 43 ;-3 .4 75 '23.3./ 3.
2- " %%%' 53149 A", " 3. " ;" [ 4]2 /"
3./1:43.; . 23/24 [ 37B-3 /-3 7.

22920 #, 5183 3.34 82-2- /3.

1.4. RELATED DOCUMENTS

(0<44 5.39 .234 73.7-3.83 3.:9 134 [-l33/2 2/ 5 3/-
3. 2-/ :.7.323-2

Datasheet Covered products

#', #

* #'om

% #. '# A3. #' '#B

#', "A3.#', "B
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2. CONFIGURATION DATA

- 3 285314 5.3237
$4=34 22 7;
3. / 7 1432
$4=34 22 7 :/59 02:025 1323.21 7

3. |/ 7 1432 :/598-/-6. 513 . =344 = 3. A"
%%%; 53 ; 5 ; D&B;-82-9102= 3 .A 34 01=;.323 54; EB;
3. -8 2- :32 /0. A53 302-2/3 2, 5 "t /0

EB

#'' 13 0 2 % 3. [/ 7 1:432 10423 049 AF 5

32 3.B - 13 2-32%.55 26 . 5 13.13/>2 3 74 2 3.

/3= 3.=93 74 #', 3.

a.  Configuration tags

3/-157032 .323 /7 G.=9 2 H237I 3.2472- -237 3 '
=92 340,2-320 J049 . 2592- .323

-4253343=4237;3.2- 13 7; 2 -:0: 52- /32

4 /5 . 3/-/157032 .323 >3/24 9 =92 A=2B47

b.  Non-volatile memory endurance

#' /57032 3233 2 . 3.< '4324 11 9 A543 -B
-9/3=/37.0:2 21

-377 2- /157032 227 1 23 2 1 139 : 13 249
3137 90 #', 3.
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2.2. (GLOBAL SETTINGS

- 5448 723=4 01 32 344 2- .32313. 3 343=4 8- /570 7 2-
3.
2.2.1. General options
Name Tag Description Size
$ 34:2 " 23=4 =48
a.  General options bits
Bit Value Meaning
7 1341.
8 3 71.
6 "-02.8 54.8- 4
"-02.8 5 4. 498- /3..2]/2.
5-4 / 9/3. 352 2- 2-
# /3.3 2-54;:/ 2- 3.7 2
#- 3.3 2-54,;,7 =2-
3-2 32 3.3 .3%4.
32 3.3 3=4.32:8 O:
32 3.3 3=4.3442-21
1-0 34.04>A" ;"B 3. ”
34-345'.0:4>A"% B 3. %
# 73. 3.
323/4/6 3.
53042 340 ? -
#- 2- 340 4/2 ., 2- 13..2/12 4 0 49 9 1 2-
1321; [-:2 2 .0/ 3 37:8 / 01:2 2/- 2- 1.5
90 .532:32 322-732; | 2844 /3 233/2 2132432=9 1
- JO .521/232'/44 A=2"' %D - - B
57032 227 /3 49= 342 .2- 07- 344 6
%2034 " "M% ;M & " /1:43]. .. -3.83
02:02 : 0: .2 . 3 "% =055 /2034 "% [1:43/
-3.83
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2.2.2. Delays and repeat options
Name Tag Description Min Max
& .439=28 [/ /02 02:02 A2 2- 5
/| .B
& .439=28 / /02 .2/34 02:02
A2 2-5/.B
340 5 13 2-322-/3.102= 1 .
512-54.K3. "' 2. 2K=5 =7
3.373
53042 340 ? &D A 1B &D A B
2.2.3. LED and buzzer control options
Name Tag Description Size
& . & /24" 23=4 =48
L . % |0GG /24" 23=4 3=48
a. LEDs control bits
Bit Value Meaning
7 “-2& JO/ A |.B
&7& JO/ A |.B
6 .2/2 5-2/2 44
2-& 543-024-2/244 .2]2.
5 #- 4; .& =46 4849AH-32=321 JO /B
#- 4, .& 55
4 32 7 & =5 :/5.=9-2/ 2 44
$ & =468 334./3.-3=:1
3 3/2 .& 5 00:2./3.
.& =468 300:2./3.-3= /
2 32 7 & =5 :/ 7 3 :
$ & =463 3373 2-5 4.
1-0 & /24=9-383 4 ;2- 2273 7 .
& /24=9 34/113.;2- 2273 7 M
& /24=9 2 34 5283 3. 34/113. M
53042 340 ? -
134 .5 341. 49
+01: AB102= 22 3=4 & :02; N
+01: AB102= 22 . 3=4 & :02; N
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b.  Buzzer control bits °
Bit Value Meaning
7 0GG -2:04 D; [/
0GG -2:04 D; |/
6 0GG 4704 D ; [/
0GG 47:04 D; |/
5
4 3/2 =0GG =5 :/5.=9-2/2 44
"-2:04 8 334./3.-3= :/
3 3/2 =0GG 5 00:2./3.
& 7:04 8- 300:2./3.-3= :/
2 3/2 =0GG =5 :/ 7 3I-
"-2:04 3 3 3/3. 2- 5 4,
1-0 0GG .3=4.;2- 2273 7
0GG /244.=9 34/113.; 2- 227 3 7
0GG /2 44.=9 2 34 5283 3. 34/ 113.
53042 340 ? -
""2001: %2 2 3448=0GG /2 4 5001 % ;=0GG 223449, 3=4.
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2.2.4. Wiegand mode

Name Tag Description Size

#$ . #73./57032 =2 " 23=4 =48

a.  Wiegand configuration bits

Bit Value Meaning

7-4 24 15.6.56.257
H3 1A 329 &B

. F:329=2

73.703.2
73.703.2
73.703.2
73.703.2

73.:04 2
73.:04 2
73.:04 2
73.:04 2

HFHEHFEHHFEHFHEHR

53042 340 ? -

" /32 5 .234 #73.217
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2.2.5. Dataclock mode

Name Tag Description Size
323/4/6/ 57032 =2 " 23=4 =48

a. Dataclock configuration bits

Bit Value Meaning
7 "23.3." 372:531
38 02.02A=2 '3 7 B
6-4
!
3-2 "/134.72 2- 02:02531 3 . /3.

1134.72 2- 02:02531 3 :43/. =9 332
323/4/623 432 12-.
323/4/623 432 12-.
1-0 323/4/6 /416 :04
323/4/6 /416 :04
323/4/6 /416 :04
323/4/6 /416 :04
53042 340 ? -

O OO0
T TTT

" [-32 5 .234 323/4/16217

31 232 82- >; . 82- > F% =2 & 49 ./134 .72 /3
23122.3 %'=2 == :329=2 23 122.82- 3/- ==

531 136 ; & ; :329=2
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2.2.6.  Serial mode (RS-485, RS-232, USB)

Name Tag Description Size

134/ 57032 =2 " 23=4 =48

a.  Serial configuration bits

Bit Value Meaning

7 "@ @531 136
"@3. @3 531 136

6 & & 531 136
&3. & 3531 136

o|lw

30.32 D
30.32 D %
30.32 D%
30.32 D*
30.32 D *
30.32 D % =:

30.32 D

53042 340 ? -

-=30.32:3312 /11 2 "; ™ 3. "% 2 53/

52 3448.;. 2 2=30.32 2 8- 86 782- "
% 253/;3 2- -3.83 3.2-/-33/2 2 52- =0 3 <23=4 2
0:22

- |l

b. Serial frame format

" 34531 3 34839 23 122.0 7" : 232 5=39 340

>31:4,;.323Q * % %< A->3./1 34 232 B3 23 122.
32 7H *% %l

C. Serial frame markers

2 '. 2- 2325531 .553113 6
" [-3:2 "2 66 5. 5 .234
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2.2.7. RS-485 mode
Name Tag Description Size
") . 1% /57032 =2 " 23=4 =48
a. RS-485 configuration bits
Bit Value Meaning
7-4
3-0 7.3=4.A 74. /] =0B
2 D A B23. D A  %B
2.2.8. Keep-alive
Name Tag Description Size
, & _* ,1"34 /57032 " 23=4 =48 2 %
53042 340 ?
a. Keep-alive configuration bits
Offset Length Content
, 34 /57032 =2 " 23=4 3=48
2 1340 5/ 2325315 6 :'34
b. Keep-alive options
Bit Value Meaning
7-5
4 ".3 1:29531
" .3/ 232531 KI340 5/ 232531 23 2 32552
3-0 , 34 . 3=4.
439=28 6 :34 531
2 101D _AB213>101D . A B
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2.2.9. PINcode
Name Tag Description Size
. /.23l 3.</ 4
53042 340 ? 1:29
2- 2372 .5 3%.72 [.2:2 23l 2 3.</ 4
- '=92 340 102 2 % 34. .72; 2- . 340 2-32

:13 249. 3=4 2-/ 45320
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2.3. CARD PROCESSING TEMPLATES

3/- 3

.2 8 Q2<

2.3.1.

.l 7 1:432 /570 .2- 07-
2- 21:432 7 0: A

Card lookup list

. R2R

.%B

3 25 237;51 2 2

Name

Tag

Description

Size

&,&

.2 3.460:4252-21:432 " 23=4

a.

Available values for LKL

Value |

Card(s) accepted by the template

Processing t

emplate | 8

" %%% 29: A439 B

" %%% 29: A439 B

" %%% M A439 B

- %

n *

" %%% M 3." *

@ 3." *

44 52- 3=

58 %

" %%% 29: A439 % D&B

" %%% 29: A439 % D&B

" %%% M A439 % D&B

"l 4712 | " 53149

ll, n 3 1]

- %

23124 | $

58 %

@ 53 43 |/ 6 M %6

@ 53 423&7-2

. $24/.

@ 5 %6

72 |

349: A 32 :2/4B

585 ' ! \ *

2- 340 3
- &&237 13.32 92 3=4 321:432 7 O:

7 0: 1:29

4) 43

5 250, 2- 21:432
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2.3.2.  Summary of other tags in templates

.7 52- /3.460: 42 A&& 237B; 3 :/ 5/42 5237 |24 2-
=-3 0 52- [/ 7 1432

- 23=4 =48 0113 G 2-

Tag IDonly | MifareUL | Mifare | Desfire | 7816-4 | Calypso

2 02:025 132
.2 02:02: 5>
2 55 2 &/32 5.323
_2% | D& 2 2|
2 02-12-.M69 2
2 "7 12-.M69 -
2

$9213 3.102=6:2 1:29

2.3.3.  Important notice regarding template-ordering

I3 504 2-32 2- % 21:432 3 :/ . 3 52 2- 2- - 4:

..352 2-5 2 0/l 504132/-

53/3.132/- 28 A 1 B21432 ;2844 =-3.4. 49=92-5 2

23/; 0 908322 3//:12=2-3 : /I5/6 .5 %%%' D&

/3.,82-3.3/.54 3.7,3.32- 6. 58 47/ %%%"' /3.; 8-
49 2- 75/32 (0102 :02 2- D& 2 1:432 ! 2-  21:432;

2-8 2- D&:32844= 6::.
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2.4.

ID-ONLY PROCESSING TEMPLATE

2.4.1.  Lookup list
Name Tag Description Size
&,& .2 58 55-6 27.9
£340 £. 5 "'11432/3.;
. £340 £. 5 ' /3.
3 5 .234
2.4.2.  Output format
Name Tag Description Size
.2 '49 02:025 132 " 23=4 48
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a.  Output format bits

Bit Value Meaning
7-6 :8. 70662 4
283 =92 A 23122.H3 IB
"83:=92 5 - 2A%=92 B " %%%' 49S 5
39 2- /3. 23 122.H3 |
"83: =92 5 3446 .5/3.
5 &52"3.. 78 2-
7-2"3.. 78 2-
4
3-0 6. 4./
/134; % =92 3 .72 A % =2 >3 B
>. 4 72-;%=92 %
>.4 72-; =92
>.4 72-; =92
>.4 72-; =92
>.4 72-; =92
>.4 72-; =92
>.4 72-; =92
/134; =92 3 .72A % =2 >3 B
/134; =92 3 .72A % %=2 >3 B
/134; 3 3=4 4 72-A13>101 .72B
133=4472-A.:. 3/2034 G 5 B
53042 340 ? -
" ! "ol $%& '($ "
2.4.3.  Output prefix
Name Tag Description Size
@ .2 ‘49 02:02: 5> 13
53042 340 ?3= 2 L #
- 2-.530425 132 @< 53 432. 42 320
* 9 74 G ;29 , G 5 3 4 01= 5 ", " 3.
"G 5 3401= 5 23124 < | 373." [ 4/2 | " 53149
9. 24 G
9 /142 T
9. /142 T
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53 '044 " 340 :/5.A2- 3 74 [-33/2 3 2 7B; 2844
= 23122. =5 2- 323 A2- 5 2- 3/203 4 4 72- 844 = 47 2-3 2-
15 .4 72-B

2.4.4. Offset of data

Name Tag Description Size
& .2 552 2-
53042 340 ? - A B
#- ;15 35>.4 72- 02:02;0 7 & 136 2: =42
4/2 1 =92 2- ;3. 2 492-5 2 - 1 [:3449 0 504 8-

86782- '""/3.; % 5 .234

2.4.5. Non-I1SO cards

58 13053/20 55 23.3./3.;12 52-1=3. "
%%%' =2'4 4 :/5/32 ;=02 82- 3 :: 239531 5132 A: 2/4B 3.3
©:239/113. 2

2- /3. .<238 2 " %%% 23.3.. 2/2 /113.; 3
:15/21:432 102=3/232.2 ./ 2- 1

a. ST MicroElectronics SR family

# && D .;2- 3. :512-460: JO/5 /3 o2
/[ 4/2 [ " 53149A" ;"@;" @B

'=92 34 01= 20 .=92- /3. 3.& 590
.220/32 2
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b. ASK CTS256B and CTS512B

# && D . :12- 3. :512-460: JO/5 /3 2- "
" B53149A " " B
'=02 . 25 =0423 54487
8. + :8. :8. :8. 8.71.5
3053/20 7 .02 1. 1=..|/. 4132 /. %'=92 34
/. 01=
" < :.0/2/. =28 . 3. .
" < :.0/2/. =28 . 3. .
" "< /01 232 5 >:4332 73. 7 - =92
5 & D - % A3. D . B 590 49 2- 34 01= A3.
.<2/3 5 /3.29: 3. 2- .323B
c. Inside Contactless PicoTAG *°
# && D .%;2- 3. :51 2- 460: JO/ 5 /3 2-
23/24 [ 3753149A/ 37 "B
'=92 34 01= 20 .=92- /3. 3. & 590
.220/32 2
T 4) 43
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2.5. MIFARE CLASSIC PROCESSING TEMPLATE

53 H43 /I 5 2 @< 53 63. 53 %6 8 .'47/ ] 23/24
/3.
53 6 . .. 2 % '=92 =4/6
53 %6 . .. 2 '=92 =4 /6
2-/3. -3 3%=92 34 01=;4/32.32 2- =7 7 5=41/6
2- /3.3 " %%%'/1:432;90/3 3.2- 34 01= 2- 07-2-
7 [ '4921:432; 23.50 72- .. 132 .2 1:432
2.5.1.  Lookup list
Name Tag Description Size
&,& .2 53 /43 /4 60:4 2; 340 D
3 5 .234
2.5.2.  Output format
Name Tag Description Size
.2 53 02:025 132 " 23=4 =48
a.  Output format bits
Bit Value Meaning
7 2 83:=92
"83: =92
6 #.323
" /...323
5 &52"3.. 782- .A#B U'" VA" B
7-2"3.. 782- .A#B U" VA" B
4
3-0 6. 4/
132.:. =2 A# " B
" 23=4 3=485 #.323A=2 DB
" 23=4 =485 " .323A=2 DB
53042 340 ? -
5323 3.512-119/3. H % % | A->3./134 232 B;
02:02844=H %I 36 0 2-32 49 34. .72 A340 51 2 *3. %2 %
2 B3 /.. 9/3.; 2-8 3/20 34 3. 02:02844=0.5 .
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b.  Output length when bit6 =0
Bit Value Meaning
3-0 /134; % =92 3 .72 A % =2 >3 B

>.472-;%=92 A =2B
>.472-; =92 A%=2B
>.4 72-; =92 A% =2B
>.4 72-; =92 A*=2B
>.472-; =92 A =2B
>.472-; =92 A =2B
>.472-; =92 A =2B
/134; =92 3 .72A % =2 >3 B
/134; =92 3 .72A % %=2 >3 B
/1134; 3 3=4 4 72-A13>101 .72B
13 3=4 4 72-A0 7 . 3. .3 .52 7136 B

C. Output length when bit 6 = 1

Bit Value Meaning
3-0 3> 02:024 72-D
2 |3>02024 72-5 1 o2
2.5.3.  Output prefix
Name Tag Description Size
@ .2 53 02:02: 5> 13

"7 5856.6 2;<!=
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2.5.4. Location of data

.7 2- G;2-& 23713 2- =
=4/6 01= AD3.. 5.323 53 /3.B8 - GD,;
4/32 .25 A B8 GD

a. Fixed block number

Name Tag Description Size
& .2 4/6 01= 2 = 3.
53042 340 ? - A _%B
#- 3 53 /3. 50.; 3. 2 2 3.2 -=4/6 :/5. &
A =92 B;3.2- 20/32 2- .3233// . 72 2- 4 72-:15 .
- =4/6 01= -344=

28 3. 5 53 6/3.;
28 3. 5 53 %6/3.
2 2-32.323102 232 3=4/6=0.39

53 /2 234 A /0 29=4/6B 01= . ; ERB = 3. =02 2-
/22 136.A2 :2/22- 69B 7 O 3=4/63 3/l |24
.25 .5 249 237 ..3

b. AIDin MAD

Name Tag Description Size

& 2 2= 4/2.3. 3.

# 3 53 /3. 50.; 3. 3.2- A =4/6 3. 5 /2 B
3.2 25.2-:/5. -4/32 5 2- 2- 2-:2 2
2- 3/2034=4/62 = 3.

2 2-32.323102=4/32.322- =7 75 2-5 2=4/6136.82-2-
15 .

43 52 @ 3:4/32 2 5 .234. >4332 52-

"2 102=5 49 3.3=4 2- 82-=3 69 AH % 1IB; 8 2-
23 :269AH IB 82-2- 3: 4/32 69 :/5.
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2.5.5. Authentication key

.7 2- G;2- 23713 2- =
: 2 23694/32. < /0 8- GD
- 53 692458 GD;
132 693.2. 5/32 :2 ;8- G D*
#- 2- 237 3= 2;344 69 3 2 .02 JO/ A2-

/3 236 34 721EB

Name Tag Description Size
.2 53 302- 2/32 69 " =48
53042 340 ?3= 2

a. Size =1: pointer to a key in RC’s secure EEPRO M

340 . 2 . 5 229 69 .2
30 . 2 . 5 229 69 .2

112 49;
112 49
b.  Size =7 : specified Mifare key

Offset Length Content
, D2 " 234 =48
b3 69 340

C. Key options bits, when size = 7

Bit Value Meaning

d.  Size = 17 : master key diversification using HMA  C-MD5

Offset Length Content
0 2 " 234 =48
32 69 340
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e. Key options bits, when size = 17
Bit Value Meaning
7 5.69 3 69
5.69 3 69
6 5/32 82-/3. 3.3. 5>.2
5/32 82-/3. 3.3. D /2 01=
5-4 502- 690 7) ' 347 2-1 *
3-0
f. Size = 15 or 23 : master key diversification usi  ng RC171 algorithm
Offset Length Content
, D2 " 2344 4=48
b3 132 69
! " 5/32 69
g. Key options bits, when size = 15 or 23
Bit Value Meaning
7 5.69 3 69
5.69 3 69
6 5/32 82-/3. 3.3. 5>.2 .
5/32 82-/3. 3.3. D /2 01=
5-4 592- 690 7 347 2-1 &+
3-0
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2.6. MIFARE ULTRALIGHT PROCESSING TEMPLATE

@< 53 423&7-2 348/28 47/ 23/24 /3. 2
2 %'=92 37 - 21432 3. %:37 A >3/249 =92 B32 |/

- /3.-33'=92 34 01=,;4/32. =4 16 3. 2- /3.
" %%%' /1:432;90/3 3.2- 34 01= 2- 07-2-7 [ '49

21:432; 23.50 72- ../32.21:432

2.6.1. Lookup list
Name Tag Description Size
&,& 2 53 423&7-24 60:4 2; 340 D
" 5 .234
2.6.2.  Output format
Name Tag Description Size
.2 53 423&7-2 02:025 132
72 77256.5 .< =
2.6.3.  Output prefix
Name Tag Description Size
@ .2 53 423&7-2 02:02: 5> 13
" 7 5856.6 2;<!=
2.6.4. Location of data
Name Tag Description Size
& .2 0l1= 52-5 2:37 2= 3.
53042 340 ? - A B
11= 2-32 2- 21:432 34839 3. % :37 A =92 B 2327 32
&
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2.7. DESFIRE CARD PROCESSING TEMPLATE

2.7.1.  Lookup list

Name Tag Description Size

&,& .2 5 460:4 2, 340 D
" 5 .234

2.7.2.  Output format

Name Tag Description Size

.2 5 02:025 132

T2 77256.5 .< =

2.7.3.  Output prefix

Name Tag Description Size

@ .2 5 02:02:5> 13

"7 5856.6 2;<!=

2.7.4. Location of data

Name Tag Description Size

& .2 &/32 5323 5 /3." 23=4 48

a. Data location bytes

Offset Length Content
114 /132 25 A B
4 25 A B 4102=3H23.3. 323154
% 55 2 5.323 54
& 72- 5.3232 = 3. A2 %B
53042 340 ?0 :/5 .
1340 3 "5 2

323844=20/32.2 2- 4 72-:/5.
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2.7.5. T=CL options
Name Tag Description Size
2% 5 D& :2
7" 1>8$56.257< "' =
2.7.6.  Authentication key
Name Tag Description Size
.2 5 302- 2/32 69 " 23=4 =48 *
53042 340 ?3= 2
, - ! -
a.  Authentication key bytes
Offset Length Content
5 69 .>3.:2 " 234 3=48
,9 340 A =92 5 3 "69; =92 5 3'"69B
b. Keyindex and options
Bit Value Meaning
7-6 5 2.25 515 124
43
.82- 69
/- .82- 69
5-4 812? 722 .25 452/
2- 69H3 |
592- 690 7 5 " 347 2-1 &+
592- 690 7) ' 347 2-1 *
1;5-82 72 662 .25
3-0
2| .>52-692=0.5 302- 2/32
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2.8. 7816-4 CARD PROCESSING TEMPLATE

2.8.1. Lookup list

Name Tag Description Size

&,& & .2 '% 4 60:4 2, . £ 340 E£.
" 5 .234

2.8.2.  Output format

Name Tag Description Size

& .2 D& 02:025 132

T2 77256.5 .< =

2.8.3.  Output prefix

Name Tag Description Size

@ & .2 D& 02:02: 5> 13

"7 5856.6 2;<!=

2.8.4. Location of data

Name Tag Description Size
& & .2 55 25.323 38 2 A2 B
53042 340 ?

2.8.5. T=CL options

Name Tag Description Size
& 2% | D&A"  %%% 439 %B 2 " 23=4 =48
323844=20/32.3// . 72 2- 4 72- : /5. &
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a.  T=CL option bits

Bit Value Meaning
15 131.

7-6 D 6=2

51" "D 6=2 5/3.3448 2

51 ", "D%%6=2 5/3.3448 2
51
1

"D %6=2 5/3.3448 2

5 131.
5-4 " D 6=2
" D 6=2 5/3.3448 2

51
51" D%%6=2 5/3.3448 2
51

v D %6=2 5/3.3448 2

121 22 < =
3-0 1:29 D

2 51 2 %

. 3=4.
- 237 >2 495D&/3. 4/2. &

53042 340 ? -

28.6. T=CLAPDU1

9:/34492- 3"4/2 4132 A "4)/2 42B/113.

39=3= 25D& 055/ 22 52/- 2- .323
Name Tag Description Size
& 2 & 13

3.<"2320 # . [-16.=92- 3. "#= 28 * 3. *

/. . 34. 9 2- 340 5 "# A3. 3 2/043 340 3

.5 .=9 " '% =28 . 3. . B [/ . .33 ;3.

2- 3. 8447 2-13.

3.< 2 34=055 412.2 =92 5 3<38 47;2-
38 844=./3..3.2- 3. 844 7 2- /3.
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28.7. T=CL APDU 2

9:/34492- 3"4/2 4 /113.

39=3= 25D& 055/ 22 52/- 2- .323
Name Tag Description Size
& .2 & 13
3.<"2320 # . [-16.=92- 3. "#= 28 * 3. *
/. . 34. 9 2- 340 5 "# A3. 3 2/043 340 3
.5 .=9 " '% =28 . 3. . B/ ..33 ;3.
2- 3. 8447 2-13.
3.< 2 34=055 412.2 =92 5/3<38 47;2-
38 844=./3..3.2- 3. 8447 2- /3.

28.8. T=CL APDU 3

0 .2 3/203449 2 2- .323 A29: /3449 2- 3 3. 39/113.B
323-3 2=50. 38 32552:/5. & &

Name Tag Description Size

& .2 & 13
3.<"2320 #. [-16.=92- 3. "#= 28 x 3. *
/. . 3. 9 2- 340 5 "# A3. 3 2/043 340 3
.5 .=9" '%=28 R .. B [/ ..33 ;3.
2- 3. 8447 2-/3.
3.< 2 34=055 412.2 =92 5/3.<38 47 ; 2-
38 844=./3..3.2- 3. 8447 2- /3.
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2.9. CALYPSO CARD PROCESSING TEMPLATE

- 32.34 82- 4. 349: /3.;2 = 3l

32 3. :2/4
8 349: /3. 80:2" %%% '; 3.
2- 2-07- '49 " "9 2 1:432

49 2- 07- 2- 473/9

2- 5 /3 =3/

#6 7 82- 349: /3. 0=0/22 3 :/5/
2- 5 .3=4.5 02'553/2 9 3.

43 [ 23/20 2 -3 2- 349: 50/2 3429

4/15 - 50/2

3=4. 90 3.

.7 2- /5.2 ;2- 349: /3

/7 21:432 /3

2 2
%'=92 34 01= A '4921:432B
=239.3232 = 3. 349: 54 A % 21:432B
2.9.1. Lookup list
Name Tag Description Size
&,& ( .2 349: 32 460:4 2,340 D
! 5 .234
2.9.2.  Output format
Name Tag Description Size
( .2 349: 32 02:025 132
"7 2 77256.5 .< =
2.9.3.  Output prefix
Name Tag Description Size
@ ( .2 349: 32 02:02: 5> 13

7 5856.6 2;<!=
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2.9.4.

Location of data

Name

Tag

Description Size

& (

2

55 2 5.323 38 2 A2 %B

2.9.5.

53042 340 ?

Calypso APDU 1

9:/3449 2-

3"4/2 [113.

Name

Tag

Description Size

(

.2

349: 32 13

3.<"2320 #. [-/6.=92- 3. "#= 28 * 3. *

/

34.

.5 .=9 "
2- 3. 8447 2-1/3.

2 34 =055 412.2 =92 5/3<38 47 ; 2-
38 844=./3..3.2- 3. 8447 2- /3.

3. <

9 2- 340 5 "# A3. 3 2/043 340 3
"% =28 - 3. .. B [/ ..33 ;3.

2.9.6.

Calypso APDU 2

9:/3449 2-

3"4/2 [113.

Name

Tag

Description Size

(

.2

349: 32 13

3.<"2320 #. [-/6.=92- 3. "#= 28 * 3 *

/

34.

.5 .=9 "
2- 3. 8447 2-1/3.

2 34 =055 412.2 =92 5/3<38 47 ; 2-
38 844=./3..3.2- 3. 8447 2- /3.

3. <

9 2- 34 0 5 "# A3. :32/043 340 3
"% =28 - 3. .. B [/ ..33 ;3.

% 323844=201/32.3// . 72 2- 4 72-: /5 . (
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2.9.7. Calypso APDU 3

9:/34492- 3 3. 39/113.

Name Tag Description Size
( .2 349: 32 13
3.<"2320 #. [-16.=92- 3. "#= 28 x 3. ¥
/[ . . 34. 9 2- 340 5 "# A3. 32 1043 340 3

.5 .=9" '%=28 R .. B [ . .33 ;3.

2- 3. 8447 2-1/3.

3.< 2 34=055 412.2 =92 5/3<38 4 7 2-
38 844=./3..3.2- 3. 8447 2- /3.
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2.10. SUMMARY OF CONFIGURATION TAGS

Name Tag Content
] 1%5 7724 6. @
E A02 553/29? 324 '49 3. B
] 1%5 7724 6. @
E A 02 553/2 97 1:29B
] 1%5 7724 6. @
E A 02 553/2 97 1:29B
-%
-% 1%5 7724 6 . @!
E A 02 553/2 97 1:29B
%
] 7?15 7. 17
E A [-32 B
$ 34/ 57032
& 02:02 . 439
& 32.439
& . & [/ 24/57032
L - % 0GG /24/57032
#$ 02:02/ 57032 8 3. 86 #7173 1.
02:02/ 57032 8 3. 86 323/4 /61.
" 02:02/ 57032 8 3. 86 " % "1
") 02:02/57032 8 3.86 "% 1
, & * 57032 56 :'34 531

4 3/ /.
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3.

1 32

CONFIGURING IWM-K632

- 328832/57 #', ?

73 32 3. 51322. 82-
[-3:2 5 .234,;

303449, =9 2 7/57032 340

3/l B;3 -8 =48
=2-/3 ;2- 52- 50 O01: 3=
344 3/l 5

-5 2001: 3=4 2-

4

20- 4 ; 5283 "
</ 4 A 344
2 & 3. =0GG

/| 4 :32

-3.83 0 .;.5304253/2 9 22
"% 1.; % =;
3.396 .5 ;

#-32

087 5 24 656 835 27.

-3/ 2-32.53042/ 57032 132/- 90 J

7

=92 5> .4 72- 02:02

5 #' 5183 3 ?

25 3 2- < 4224
012

3.1. HARDWARE JUMPERS

% O001: 3 3343=45 =3//57032 5

/5 .

- .53042A02 553/2 9B 227 3

2- ./
=937 9=3/67 0.

:. 7 2-3/2034-3.83 ;2- % OO01:
2- 43=40. 2-: .0/23. 5 2 2- 3:::

-3

.55 250/2 ! 59
32 :3373:-=48

3.1.1. IWM-K632-WD
Jumper ON OFF
1 132 1. 3/'3=4.1.
2 L& :02. 3=4. :02 3=4.
3 $ & :02.3=4. 02 3=4.
4 0GG  3=4. . 3=4.
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3.1.2. IWM-K632-SU
Jumper ON OFF
1 132 1. 3/'"3=4.1.
2 43-1. 1341.
3 0GG 3=4. 0GG . 3=4.
4
"82/-+ 3448 4/2 =28 " 3." 1.
3.1.3. IWM-K632-WD Mk2
Jumper ON OFE
1 43-1. 1341.
2 32 1. 3/'"3=4.1.
3 .M$ & :02 3=4. .M$ & :02.3=4.
4 0GG 3=4. 0GG . 3=4.
3.1.4. IWM-K632-SU Mk2
Jumper ON OFF
1 43-1. 1341.
2 132 1. 3/'"3=4.1.
3
4 0GG 3=4. 0GG . 3=4.
"82/-+ 3448 4/2 =28 "3." 1.
3.1.5. Note on the trace-enabled mode
-H23/'"3=4.1.1001: -3 2- 55/27?
3=4 344 3// 8 2- . /57 0.5 323/4/6
#73.:32 A/ 344 1042 :4 > . 82- 323/4/6 # 73.
02:02; 2 2-8 . 3=4.B;
/  34/110 /32 =30.32 2
232 2- [- 2- 344 ; 3=4 3 5823/ 1 37 5
227:0:
H23/'"3=4.1.1 -=2 134 :32 52 - 3.

25722 82/-=3/6 H23/"

2344 72- 3.

3=4.1.1001: 2

=5 3/203449
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3.2. CONNECTING IWM-K632 TO A COMPUTER

3.21. IWM-K632-WD

"2 "% 33" 253 =28 2- 3. A2-07- 2
‘&6 /2B3.3/1.02 0 7 |/ 52 #.8 42 32 49;90 139
0 8 253 '[2 '""'&
2344 5283 5 "4+ H" 5 "2 < =3..112
2- '""&& 2 53/ 33 2034 34: 2Al' B

3.2.2. IWM-K632-WD Mk2

#'' # 6:;2- '& 6 [2 -3 = 43/.=93 53 .
253/ A B

"2 " $ 33" 253 =28 2- 3. A2-07-
B3.3/102 0 7 /| 52 #.8 7 3 /1:02 =042
253/ 00: 2.

3.2.3. IWM-K632-SU and IWM-K632-SU Mk2

22- 3. . /2492 2- /1:02 0 7 2- 2- 344 A™ B
2- " 253/ A29: | 2B
#- 0 72- " 253/; 2344 5283 5 "+ H*" 5
2 < '=3../12 2- 3. 33 2034 34: 2A!' B

3.2.4. Common information

)9: 134 39/1:4322 1 34 10432 2721 /2. 2 2-
3. 2-07-2- 34:2 53042/110 /32 2273 ?
323=2; 2: 329, 548/ 24S
30.32 D % =:

3.25. IWM-K632 RS-232/ USB

12491 2 " 34 253/ 2 2-/1 :02 " 3.,;,90<44
-3 2 2344 2- - ) . AH!'1 0=. /290. '/2
" TO/6232 234432 . /2 9B
)9: 134 39 J03422 1 34 10432 2 /110 /32 82- 2-
3.
30.32 139 =342 .=9/57032 ;=02 .53 042 =30.32 A % =B 34839
2 .8 2-H23/'3=4.1.182/- 2
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3.2.6.  Testing connection

2-/ :.782/-2H23/'3=4.1. l: 2 ;
8 '0: A 2B2- 3.;
3. .2 .25/32 2 772

Pro-Active K632 Reader [1.00]

3.3. RETRIEVING IWM-K632 INFORMATION

3.3.1.  Firmware version
2 H verl2 3. #' 5183
3.3.2.  Firmware configuration

2 H shol2 3. #' /57032

3.4. ENABLING CONFIGURATION COMMANDS

#'' /157032 139=:2/2.=93:" . A5 [ 57032 237

1:29; /.

5.5 .2 . /57032 /113. 3 : 13 249. 3=4 .B

2 H pinNNNNI2 3448/ 57032 /113.;8- 2- 3/2034 : '
/. A5 23/;H pinl1234 IB

3.5. ACCESSING IWM-K632 CONFIGURATION

3.5.1. Reading configuration tags

2 H cfg 1242344/ 57032 237

/029 3 ;/57032 /113. 3 3=4. 495 102 52
102 5 3/2 29;90<44-3 2 2 2-: ‘. 373
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2 H cfgXX12 3.340 /57032 237 @@ A->3./1343 . B
2 2-32/ 57032 237 -y 2 3. . A690.=932 3.3.:"

/.B3 136.8- 3.=3/6
3.5.2.  Writing configuration tags

2 H cfgXX=YYYYI2 0.32 / 57032 237 @@ A->3./134 3.. B 8 2-
340 ((((A->3./134 340B

2 H cfgXX=!Il 12 .42 /57032 237 @@ A->3./1343.. B

3.5.3.  Writing keys in RC’s secure EEPROM

2 H keyaD=XXXXXXXXXXXX2 0:.32 69 32 .> ;H keyal= 12 0:.32
69 32 .>;3. 024H keyaf= |

2 H keybO=XXXXXXXXXXXX2 0:.32 69 32 .> ;H keybl= 12 0:.32
69 32 .> ;3. 024H keybf= |

2 2-3269 2 . 3<2= 3.=3/6

3.5.4. Reading RC’s 4-byte EEPROM

< /[-:2 /40. 3%'=92 2 2 3/ 57032 340
2 H cfgRCI12 3.2- %'=92 340

3.5.5.  Writing RC’s 4-byte EEPROM

< /-:2 /40. 3%'=92 2 2 3/ 57032 340
2 H CcfgRC=XXXXXXXX2 8 2 2- %'=92 340

225 < %=92 /10 249 20 . =9 #' , 5183 A=02
2 2-/57032 /2 5 #' 5183 B
43 6 :2- 340 2 3 2139=0 . 5020

3.6. APPLYING NEW CONFIGURATION

8/ 57032 3:4. 49352 2
9/4 .8 2 H rst 12 22- 3.
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3.7. REVERTING TO DEFAULT

"121 2 /392 :02 3. =3/6 HO 2'5'53/2 91/ 57032 A5
23/ 8 3.7 51 2232-B - . 349=9 3 7344
23751 3.<119

2 H cfg!l=!ll 12 .42 344/ 57032 237

- < /5132 :12 396.5H3 90 0 WI::0:8 .8

37 92-7 11.323.0 / 3=4

3 73442- /57032 237 2 3449 07-2 :022- 3. AB=3/6
02'5" 53/29/57032 ; / 53 69 2 . < /0 3
2 3.

3.:337 3:- 2 -82-69 139= 8 22
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4. SERIAL MODE APPLICATION NOTE

4.1. THE RS-485 INTERFACE

a. Pins
3.%3 "% 3."% ; /2 4 9
b.  Communication parameters
53042 =30. 32 % =: " 590 2 /-37 2- 340
2- 3312 3 ?
323=2; 2:=2
:329; 548/ 2 4
- 3312 /3<2= 342
4.2. THE RS-232 AND USB INTERFACES
"# "# !
53042 =30. 32 % =: " 590 2 /-37 2- 340

2- 3312 3 7
323=2; 2:=2
:329; 548/ 2 4

- 3312 /3<2= 342

4.3. SERIAL OUTPUT

4.3.1. Frame markers

" 34531 136 3 /570 .=9=2 "5

a.  When addressing is disabled

323< % <
5=2'D -;531 H % |
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5=2'D -;531 HU&V % U VU&VI8- U &V

2- " =44A TB/-33/12 A . B;uva2- " /3 37 20
A B;3.U&V2-" 4 5 A . B

5=2'D -;531 HU'"@V % U @VI8 U"@V 2-

" H23252>21/-33/12 A . B;3.U@v2- " H.52>2
A B

5=2'D -;531 HU&VU"@V % U @VU VU&VI

b.  When addressing is enabled

323< % <3.3.. Q3<A . R3R _B;
5=2'D =;531 H3V % I
5=2'D =;531 HU &3V % U VU&VI
5=2'D =;531 HU")V3VU'"@V % U @VI8-
u")w 2- " H2325-3.1/-33/2 A . B
5=2'D -;531
HU &VvU")V3VU"@V % U @VU VU& VI

4.4, SERIAL INPUT

#', 312 -2/113. 51 2- -2; 2 . & 3. =0GG
02:021 249

#'. . <2/- | ..323A04 H/ 4 1.1001: B

5/ ./113.-83 = 0. 2.=9 #', ;2 4 82-U YV
=5 >/0272- J02.32 2-8; 2 4 82-U V

4.4.1. When addressing is disabled
113.23 1 5 132 <command> <CR> <LF>
4.4.2. When addressing is enabled

113. 23 1 5 132 us.. Vv A <command> <CR> <LF>; 8-
U3.. v102=2-3.. 52- ./

4.4.3. List of commands

A0 3. 7 3/2 A237:44 7 -342 .B
Al 3. 7 32

RO "82/- .& 55

R1 "82/- .&
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R2 .& =4 6 4849
R3 .& =4 6 J0/649
GO "82/-7 & 55
Gl "82/-7 &
G2 $ & =46 4849
G3 $ & =46 J0/649
Z0 "2 . =0GG
Z1 "23 2 =0GG
Z2 "- 2=0GG 0.
Z3 & 7=0GG 0.
Margz 313 .7 F F$ FLO
Mrg 313 .7 F$
Marg 313 .7 F F$
RST 22- 3.
VER 2 3. <
SHO 2 3.< 227
"2001: 3::3249;3./- :: |57 032 & 3. L2
34482- . [ 2/ 242 & 3. 2=0G
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5. WIEGAND APPLICATION NOTE

5.1. THE WIEGAND INTERFACE

a. Pins

3. 3 #73. 3. 02:02 112 49
2-: 3 32-7-4 48- 4,
48:04 . 2 3=2 0202
48:04 . 2 3=2 02:02
134 : 32 ; 3. 3 324 84 4 10423 049

b.  Signals

data stream 0010110

DATA1

Hi —

Lo

DATAO
Hi

Lo

c. Timings

- 3 2- .53042 217S 2-9 /3 = 342 . =9 827 2 #%$
/57032 2377
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Total bit duration

1.00ms +/- 10% Next bit
Hi ! i
Lo o I
Pulse time Guard time
0.13ms +/- 10% 0.90ms +/- 10%
2 =22 2-322-1/244 277 2- 53 44 7 7 52- 734 2-

484 4,3. 2 2- 7.7

5.1.2. Electrical levels

- 4/2 /134 2 53/ -3 [-37. =28 #' '"#3.#' ' #
6 0 2/570 2-/244 2 53/ 3 .72 3.<

a. IWM-K632-DW

3. 3 2 : [44/2 02:02 044'0: 2 A2 3! 4 4B
3 1=... 2- 3. 3./3<2=.3=4.
(0102/ /22- 3. 23 -7-"'1:.3/ :02 49
1/ .
02:024 4-7- % 111 ; 113>
02:024 448 11; 113>

b. IWM-K632-DW Mk2

3. 3 _ . l44/2 02:02 0440: 2 A 4B 102 =
0:4 .=92-/2 44 A2 nsd 4B

3>101 340 3 ?
l'pa D!
13> D1

9:/34 340 3 ?
I 24D ! 24D %;6 W Ai5-D ;1B
' 24D ! 24D 6 W Ai5-D ;1B
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5.2. FRAME FORMAT

# 73.02:025 132 50449. =92- 21:43 2

5.3. LED INTERFACE

3.3 /249 .3.7 & :02

| 1 2)
:024 4-7- & 12 |
024 448 & 5 12 1

- 3. -33 2 34:0440. 2 2!

: RED LED

ﬁ IK7 e GREEN LED
< o u
|
| Level O : LED OFF
: Level 1 : LED ON

A4

|
5V READER :
|

"2 001: 3:::3249; 3./
>2 34/ 2 452- &

/ 57032 & 2 3448 3
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6. DATACLOCK APPLICATION NOTE

6.1. THE DATACLOCK INTERFACE

a. Pins

3. 3 #73. 3. 02:02 112 49
2-: 3 32-7-4 48- 4,
- &,4 32 48;
- 4 2 7A484 413 ;-7- 4 413 B

b.  Signals

data stream 0010110

DATA

Hi —

Lo

CLOCK
Hi

Lo

c. Timings

53042/4/6: . 1 A3:: >B82-3.029/ 94 A P 32 ; P
32 48, P 32 B - 217 /3 = 3 42 . =9 827 2
/ 57032 237
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Total bit duration

1.00ms +/- 10% Next bit
DATA
Hi
Lo
CLOCK
Hi -_—
Lo
Attack guard time Clock pulse time Decay guard time
0.33ms +/- 10% 0.33ms +/- 10% 0.33ms +/- 10%
2 =22 2-322-1/244 277 2- 53 447 7 52- /416 2-

484 4,3. 2 2- 7.7

6.1.2. Electrical levels

- 4/2 /34 2 53/ -3 [-37. =28 #' '#3. #', ' #
6 0 2/570 2-/244 253/ 3 .72 3.<

a. IWM-K632-DW

3.&,3 2 : 14472 02:02 0440 2 A2 3! 4 4B
3 1=... 2- 3. 3./3<2=.3=4.
(0102/ /22- 3. 23 -7-'1:.3/ :02 49
1/ .
02:024 4-7- % 111 ; 113>
02:024 448 11; 113>

b. IWM-K632-DW Mk2

3. &, 3 _ . 14472 02:02 0440: 2 A psB 102 =
0:4 .=92-/2 44 A2 nsd 4B
3>101 340 3 ?
V24 D!
13> D1
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9:/34 340 3 ?
24D ! 24D %;6 W
! 124D ! rsD 6 W
6.1.3.  Digit format

323/4/6 4923 12./134.323 3/-.72
%.72=2;432 75/32=25 2

A 3-D ;1B
A i-D ;1B

23122.3 =27

:329=2
3233 ' /. 49 ./134 340 51 2 *3 34.5 .323
.72 1340 3= A->3./134 340 51 2 B3
Dataclock digit format
Value Bit pattern Value Bit pattern Reserved for
0 0000 1 A (10) 0101 1
1 1000 O B (11) 1101 0 | Startsentinel
2 0100 O C (12) 0011 1
3 1100 1 D (13) 1011 0 Separator
4 0010 O E (14) 0111 O
5 1010 1 F (15) 1111 1 | Stop sentinel
6 0110 1
7 1110 O
8 0001 O
9 1001 1
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6.2. 1SO2 / MAGSTRIPE FRAMES

6.2.1. Frame content

# 2- " 372 : 5132 4/2. A=2 D B; 49 ./134
.72 A2 *B3 3448. - , 8- .323 3.512- /3. 3/203449 ./134
01=
/3 323 2/1: .501= =023=23 9=39 340 ;323 432
102 = 3:4 . =5 3/2034 231 - 2 3 432 .5 .=9=2 "5
2- .323 Q * 0p %< ->3./ 134 232 A2- 2-
34 01= 53 53 42347-2/3.B 72 Q<3.Q<3 23448. 2-531
a. Discard non-decimal
5=2 'D =;531844=0Q *% %<
b. Replace by separators
5=2 'D =;531844=0Q ' ""%<8 Q< 2- .323/4 /6
332 [-33/12 A.72 .B
c.  Translation method 1
5=2 'D -;531 844=0Q _ o % %< 2
2-32 3/- .323 .72 A->3./134 .2 .B-3 = 43/. =9 28
J134.72 A 0 2 . B 31472- 28/ 3 =73 .3234 72-
d. Translation method 2
5=2 "D -;,531 844 = Q" M % %< 2 2-32 34.
.1134.72 -3 = 23 122.H3 |I;8- .7251 .2 A
2  B-3 = :43/.=92- Q< :332 5448 .=92- . ..'=9
1.
6.2.2.  Frame prefix and postfix
" 372:531 3 23122.3/l.72 5448 7: 2/47?
&52 .7?=2 23122. 21,
"232 2 4A->3./134.72; =23 22 H IB;
/2034531 /223 :/5. ;
% "2: 2 4A->3./134.72; =2:32 2 H IB;
& 5531 A@ /1.02. 32 ; 3. B;
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7-2.7?7=2 23122. 21

6.3. RAW FRAMES

6.3.1. Frame content

#- 2- #5132 4/2.A=2 D B; 3233 2H3 ;39

7251  A.B2 . A _.B-=

73448.

6.3.2.  Frame prefix and postfix

#531 3 23 122.82-02: 5>3.: 25 >

6.4. LED INTERFACE

3.3 .3.7 & :02; :/2 49
| 1 2)
024 4-7- & 12 !
024 448 & p 12 1
- 3. -33 2 34:0440: 2 2
i
5V READER |
| 7. RED LED
| 8: GREEN LED

ﬁ 4K7

—
1
100R

Level O : LED OFF
Level 1 : LED ON

x

"2 O01: 3:::3249; 3.
>2 34/ 2 452- &

- 1 157 032 & 2 3448 3
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/. SPECIFICATION OF MASTER CARDS

- [-3:2 : ..33135 /029 > 2 2 34032 #' ,
32 3.3/-2/20
021 . 2 .2 412 2- 32 2-1 4 /
20- 4 ; 5283 3/ 2242 /32 32 3 o
[-3:22 5 .234

7.1. BUILDING A MASTER CARD

- 32 3.102=3 5 %G6;

3. 2 252-/57032 32351 5 /3.3l .72 2-

32 3.21432 :/5. >2:3373:- 3233 :2/2.=93
302- 2/32 692-32139=/-37. 3:'0 21 :'2 =3

A 32 3.=47721/021 @844 2 86 /021 (<

3. B;

5 2 7 8 227 2 '"4324 11 9; 3. /-/6 2-32
323/1 82-334..7234 7320 - 7 769/3<2= /37
3. 4968 =9 '/2 < 5283 - 0 2-32 49 .323 2-32
-3 = :'3432.=9370 5283 /3 = 43.. 3. <
'4324 11 9

7.2. TEMPLATE FOR MASTER CARDS

7.2.1. Location of data

Name Tag Description Size

& " . &/32 5.323 132 /3. " 23=4 48

a. Data location bytes

Offset |Length Content Specified value
114132 25 A B . %%
1 25 A B5 /57032 .323

% 4 25 A B5 .7234 7320
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7.2.2.  Authentication key

02'5'63/2 9690 .5 302- 2/32 5 32

49 '/2 70 5283 KO/-3 20- 4
32 3.82-2- .53042302- 2/32 69

/0 2- 234432 ;/021

/5.234
K 3=4 2 /32

-04. :43/ 2- 69 3 3 2-9
[/ 2- 3. ;3 >43 . %
- 2- 31 20/20 3
Name Tag Description Size
" 02- 2/32 69 " 23=4 =48
a.  Authentication key bytes
Offset Length Content
02- 2/32 69 .>3.:2 " 23=4 3=48
$ ! A2-  '"69B
b.  Authentication key index and options
Bit Value Meaning
7-6 -
43
.8 2- 69
[:- .82- 69
5-4 3" !
2- 69H3 |
592- 690 7 5 " 347 2-1 &+
592- 690 7) ' 347 2-1 *
$ #14" )
3-0
2| .>52-692=0.5 302- 2/32
"/5 . 340 ? 4"+ 5( ) !
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7.2.3.  Signing key

Name Tag Description Size
"$ " . "7 769" 23=4 =48
,90.5 .7234 7320 5132 /3. [/ 5.234
49 '/2 70 5283 KO/-3 20- 4 ; K 3=42 7 2-
32 3.
021 -344 2292 /37 2- :3312;0 4 3. .2 =9 '
12

a.  Signing key bytes

Offset Length Content

>3.:2 " 2344 3 =48

! A2- '=2 69B

b.  Signing key index and options

Bit Value Meaning
7-6 6 -+t
5-4 3" !
2- 69H3 |
5902- 690 7 5 " 347 2-1 &+
592- 690 7) ' 347 2-1 *
3-0 6 -+
"/5 . 340 ? . 5() !
- /-/1-3= . 2 0 2-32.323 . 2- 32 3.-3 =
34.32.3// .72 3. :/5/32 ;3.- 3 2=/ 0:2.352 83.
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7.3. DATA STRUCTURE

7.3.1. Size of file

4 -4.7/57032 .3233. 53 69 A5 52 & "B 102 =
>3/249 '=92 47 /3 0. G -2 2-3 =92 ;54 102= 3.

82- .

7.3.2.  Configuration data

-/ 57032 .323=4/60 2- ;&!A237;4 72-,340B /.7 /-1
37 =92'8.;
& =92'8.;

1340 2 %=92'8.
2150. ;&!=4/6 844 8 2 32382
3.< '4324119
"2& D 2 .42 3 >27 23751 2-
43/ 7 2
&32 ;&! 52- /57032 .323 =4/6 102 =
8-4 =41/6;3/l . 72 2- 347 2-1 :/5 .

-2- 31 2373439: 2
' 4324 11 9; 82-02

2- .7234 7320 5 2-
%

7.3.3.  Mifare keys to be loaded into RC’s secure EE PROM

,92=43.. 2 < /0 0 2- &1 /-1;354487?

37A =92BD . F69 .>3 :/5. % 3;

& A=92BD _;
1340 2- 53 69A =92 >3/249B
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7.4. DIGITAL SIGNATURE

7.4.1. Size of file
4 -4.72- 7320 A552% & "B10 2= >3/249 '=92 4 7
7.4.2.  Algorithm
- 2- 7320 347 2-18- .53042:331 2 "$,(30.7?
&2 =2- '=92 /57032 =4/63 8 22 2- /3. ;
&2 3" = 2- '=92 609;
59 3" 51 /3< ;07 )" 5/32
347 2-1 T 272 )3"
1:02 D) ' A .4 BO7 )3"
15 . ; 340 5 SignKey /5.234 021 -344 2292
[-37 2- 69; 2- 7320 347 2-1
- 2- /57032 .323 :40 2- 53 69 2 = 43.. 2 < [0
234 G 0:2 =92 A3 JO . =9 B 2232 7320 /1.02.
2-8-454; /40. 7 2 :3.. 7,8-32 2-0 .4 72-
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8. USING IWMKG632 SOFTWARE TO CREATE MASTER CARDS

8.1. OVERVIEW

32 3.3 @ 5 %6 (0139=092-15 1 '/2 39 2-
@ 44

20- 4 3/113.4 5283 A0 7 | 52# .8B2
/32 32 3. 20- 4 ; .3 '[2 "% A" B/ 2324

/10:4 2 :7312- /3.

2 20- 4. |/ 2 3.2-/142 42 5/113.4 82/-
3.2 ;3.2-/142425 /2 3. 33=4 5 /57032 54
20- 4 ; 5283 /1 82- 3 0 3114 /57032 5 4 2-32

-829:/34/ 57032 5 #/,

20- 41 3 2334 8=:37 2-32-4:. /32715 70 32
54 5 20- 4;
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8.2. CONFIGURATION FILES

20- 4 ; 0 3/57032 54 2 2 /57032 323 2 =
822 22- 32 3.

57032 54 3 822 46 233.#. 8 HI154 -9/3 =
/32.0 7 2:3. 392- 2>2 .2, 07 20- 4.

3-4 53/ /2 0 2- 5132H31D34 018 H31I 2-
2- 31 2-23752-/57032 33=4 A 7 2- H:2I HIB;3.H3401

2 340 ->3./134

8.2.1.  The “general” section

- /2 13: 2 237 .2 . 53042/22 ?

[general]

opt=05 : value for OPT
odI=02 ; value for ODL
rdI=0A : value for RDF
cld=0F ; value for CLD

cbhz=13 : value for CBZ

wgd=0A ;value for WGD

dtc=0A : value for DTC

ser=C5 : value for SER

shd=00 : value for SHD

pin=0000 ; value for PIN

8.2.2.  The “rckeys” section

- /2 -4.2- 53 3// 692 =28 22 < /0

9: 693 31.H3I2H31;3.29: 69

) <3 >31:14 5/22?

H=12 H= |

[rckeys]

a0=A0A1A2A3A4A5 ; Mifare type A base key (for MAD)
al=FFFFFFFFFFFF ; NXP transport key
a2=000000000000 ; other transport key
a3=CCCCCCCCCCCC ; unused

()

al5=CCCCCCCCCCCC ; unused

b0=B0OB1B2B3B4B5 ; Mifare type B base key (for MAD)
b1=FFFFFFFFFFFF ; NXP transport key
b2=000000000000 ; other transport key
b3=CCCCCCCCCCCC ; unused

(..

b15=CCCCCCCCCCCC ; unused

Information in this document is subject to change without notice. Reproduction without written permission of PRO ACTIVE is forbidden. PRO ACTIVE and the PRO ACTIVE logo are

registered trademarks of PRO ACTIVE SAS. All other trademarks are property of their respective owners.

PMAA061 CA

Page : 60/ 72




IWM-K632 CONTACTLESS READER
REFERENCE MANUAL

- /12 A3. 3/-4 2B 2 34 4 96942. 2- /2 844=
822 ;2- 69844=4520/-37.

8.2.3.  Sections for Card Processing Templates

#'' 139 0 51 2 % /3. 3//:2 7 21:432 3/- 21:432
/570 .=9 /2 H2:41;H2:41;H2:413.H 2:4%| :/2 49

3.3293.:2 34/225 3/- /2 2- /3.4 60:4 2
A&&5 4B 52- /2 2 45

a. ID-Only example

- 314 /2 /570 21432 %2 3.3 96 .5 02025 132

?'=925>.472-;:5>.=92- 2 7H DI ?

[tpl4]

IkI=0F ; wants any kind of 1D

tof=82 ; 8-byte output, swap 1444 3 A short IDs

pfx=49443D ; prefix = “ID="

b.  Desfire example

- 314 /2 /570 21:432 2 3. =92 5.323513 5
/3. 02:025 132 ? '=92 5>.4 72-; 5>7?

[tpl1]

k=71 : wants Desfire cards

tof=02 ; 8-byte output

pfx= ; no prefix

loc=123456 01 000100 08 ; 8 bytes of data to be rea

; 0x123456, field 0x01, at

aut=00 AOA1A2A3A4A5A7
; mode, no diversification.
; DES key (8 bytes)

; authentication with key 0

d in application
offset 0x000100
, plain comm.
Key is a single
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8.2.4. Master Cards related sections

a.  Specifying a new configuration for future Master Cards

- H2:41 /2 3448 2 0:32 2- /3. :/ 7 21:432 .2
32 3. " 3373:- % 5 .234

[tpl5]

aut=E0 xx...xx ; 16-byte authentication key

- =92 302- 2/32 69 2- H2:41 /2 2- 2-32844= 8 22
2- 3. AB=92- 32 3.

2 22-692-32844=0 .2/ 32 2- 32 3.245

b.  Specifying configuration to be used by current M aster Card

-H1321 /2 .5 -82- 32 3. - 344=1/32." :3373:-
% 5 .234
[master]
aut=E0 xx...xx ; 16-byte authentication key
- =92 302- 2/32 69 2- H1321 /2 2- 2-32 844 =
0.2/322- 32 3.
2-3 132 2-69822 2- 3. A B
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8.3. OPERATION INSTRUCTIONS

: 524 256 27 5 A20- 4/ B
A #.87?"232 0 44 731 "2 3. B;

32 90 /57032 54 3. 3 2 2- . 2 9 8-
20- 4 ; 2344 .; 5 23/ 82- 2- 31 17
A#.87?272X 731 4X '"/2 X"T %% B;

: 55712 58
A #.87?"232 0 44 731 "2 3. B;

4073.:8 "' 90 " %;

023 7 5 /3. 2- "%;

2 20- 4:B ;
#32024 32 3. 8 22

52- 5 3. 2 7,2 7%5.0 02 .855 .2 A 3
2- 8-4 54 20/20 82-3442- .323B 02./5.625 5.22 .25

0 2 :02 2- 3. 493 7 /3, 3 4 32 3.2 =

8 22

)5C? 3 0 1D

Information in this document is subject to change without notice. Reproduction without written permission of PRO ACTIVE is forbidden. PRO ACTIVE and the PRO ACTIVE logo are
registered trademarks of PRO ACTIVE SAS. All other trademarks are property of their respective owners.

PMAAQO61 CA Page : 63/72




IWM-K632 CONTACTLESS READER
REFERENCE MANUAL

8.4. CHANGING AUTHENTICATION KEY FOR MASTER CARDS

4 #', 3 -1:.82-2- 31 02'% 53/2 9 302- 2/32 69
/0 2- 2;/021 -04. :43/ 2- .5 3042 69 =9 2- 8 69
=5 2344 72- 3.

/2 /11 .2 136 A3.6 :B324322 8.2/232 3.5 3

/1021 27
% & 342 49 2- 302- 2/32 69 A :43/ .5304 2
69=9 2 :/5/69B
o 44 3. =07-25 2- 2 -344=/570 .0 72- &
3 3293 /
& 3/203449 /| 570 2- 3. AB.:/ 7
21:432 ; 02:021. 3.5 132;3. B
o 20 2- 2 :/5/695 302- 2/32 ;= 02. <20:32 2-
692-32 3439 .2- 3.

o - 8 -344 = 0. .0 7 234432 3.
8- 908-2/37 3. /57032

2 2-32139 8 13=/132.A 5 3/-6.5 02:02
22 7; 5 3-::4 [-l37 5 23443 2 EB 8 3 49 &
-04.=/32.3.=6:2 3 /0 :43/

0 2 11= 2- 8302-2/32 6990 02 3 3. 590
572 2- 302-2/32 69,3.5722- : . A LS /. 2
B; 2844= 1. =42/37 3. /5 7032 373 Y

)5C? 3 0 1D

-32< =/30 & -3 722- 302- 2/32 698 22 2; 3.
39=.9139 2 20 7 20- 4 5283 ;8- 2- 302- 2/32 69 490
2 /0 8 3. 2822 2-1
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8.4.1. Creating a first level Master Card

323/ 57032 54 A39;H 7 IB82- 492- %4 ?
[master]
; Master section is empty, we use Pro-Active’s defa ult keys
[tpI5]
aut=E0  xx...xx
8- H#HHO#H 2- 2 /5[ '=92 302- 2/32 69 ;
023 7 /3. 2- ";43=42H 4 432 31
2 20- 4: B :
2- 32 3.2822- 8302-2/32 69 2- 3. AB

8.4.2.  Creating a second level Master Card

32 3/1:42/57032 54 3 N
1322-5482-2- %4 7

[master]
aut=E0 xx...xx

;[t'FI)'Er]anate 5 section is empty, we keep current keys in the reader
8- HHO#H# 2- 2 :/5/ '=92 302- 2/32 69 ;
023 7 /3. 2- ";43=4 2H 4 432 3.
2 20- 4:8B ,
2- 32 3.282/1:42/57032 2- 3. AB
- 69 . 32 3.3:4/32 S2- 69844=. 5.0 7) "'

347 2-1; 2-H1-3. 13.32 9
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8.5. REVERTING TO DEFAULT

"121 2 /392 :02 3. =3/6 HO 2'5'53/2 91/ 57032 A5
23/ 8 3.7 51 2232-B - . 349=9 3 7344
23751 3.<119

32 3/ 57032 54 A39;H "7 IB82- 492- 4 ?
[master]
aut=ED0 xX...XX
clear=1
8- #HO#H 2- 2 :/5/ '=92 302- 2/32 69
023 7 /3. 2- ";43=4 2H 3 344 32 3.
2 20- 4: B I
2- 32 3. 2 02 2- 3. AB =36 02'5'653/2 9
/ 57032
3 73442- /57032 237 2 3449 0 55/ 22 :022- 3. AB=3/6
02'5" 53/29/57032 ; / 53 69 2 . < /0
3 2 3.
+02 3.. 3 H/691 /2 A3 :/5 . B; 82- .0119 69; 2
822 69
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9. HMAC SIGNATURE AND KEY DIVERSIFICATION

9.1. HMAC-MD5

9.1.1. Abstracts

1 37 302- 2/32 /., ;3 -2 /5 5132 0.2
302- 2/32 31 37 347 2-13/1:2 3 023 /2693.31 37,

3.02023 232:2/2=2-137< 2 7 293.302- 2/29

) A 69.-3-1 37 302-2/32 /.B 329: 5 50/2

8 3/9273:-/-3-50/2 0.2/1.0 2 2- 02:02

9.1.2.  Algorithm

#- 2- -3-50/2 3 2- /269:3..82->23G 0:2 %
=92 ; 2- 1 37 2 = 302- 2/32. 2- 340 . 132. %21,
3.:3.2- 340 . 132. %21

) ' 3:32/043 ) 50/2 8- 2- 283.3.50/2 ;3

.5 .29 "43=32 "G 5) =92 >3/249
9.2. UsING HMAC-MD5 FOR SIGNATURE
) :2/2 =2-1 37< 27 293.302-2 /29 2< 36.5.7234
7 320
# 1:41 232 3448 49 '=92 69 - 6 9/3=0.H3 | =
2- 042 53. 5/32 513132 69

9.3. UsING HMAC-MD5 FOR KEY DIVERSIFICATION

2- :32/043 1.;8 31 32- H132 6913.8 /1:02 2-)

[3.< .25 2 23=4 -3H. 5. 69 3-
&2 320 52 2- 31 H.7234 7320 2 :0=4/69 /-1; 8-
5 . <2 .268 7 <:3269 2 592- 7320 ) 3 /-1

8- 7 3. 5 102-3 2- 31 / 269
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9.3.1. DES & Triple-DES key diversification algorit  hm

- 347 2-1236 3 02 ?
'=02 132 69A,1B

-/3. 34 01= AO.B %
2: . 3 02027
- '=92 . 5.69:/5/22- /3.A 0B

TR O B TP

-. 5.69/3 8=0. 2- 5 5 302- 2/32 ; 5

9.3.2.  Mifare key diversification algorithm

- 347 2-1236 3 02 ?
'=92 132 69A,1B
- %'=92 /3. 34 01= AO.B
- '=92 =4/63.. A3.B
2: . 3 02027
- '=92 53 69 :/5/22-/04/3.F 3.. AOB

b
bj L] by
8 g M—
| o
| 88 | uidy, |adr [ HMAC |, Es i bii — SN Kui
4
b, b, é@ " Ky,
bg M b %—’ Ku,
b, b, @—’ Kug
b15
" 432 28 :3373:- 5 /-3:2 .5 .234 73.7 -8 2-
3312 -344=0. 2.
%o '=92 475 3 5 /3., %'=92 475 3 53 /3. - 31
5/32 347 2-1 03=4 832 2-4 72-

Information in this document is subject to change without notice. Reproduction without written permission of PRO ACTIVE is forbidden. PRO ACTIVE and the PRO ACTIVE logo are
registered trademarks of PRO ACTIVE SAS. All other trademarks are property of their respective owners.

PMAAQO61 CA Page : 68/ 72



IWM-K632 CONTACTLESS READER
REFERENCE MANUAL

10. DESFIRE SAM & RC171 KEY DIVERSIFICATION

10.1. DES AND 3-DES KEY DIVERSIFICATION

-69. 5/32 347 2-1./=.- 2- »..=9 5
" 43 5 22/ :.7.323-25 .234

- 347 2-1236 3 02 ?
=92 4'"132 69A,1B
- '=92 /3. 34 01= AO0.B
2: . 3 02:02?
- '=92. 5.69:/5/22- /3.A ,0B

) < 2-548/-327?

88

<)

iy

uid,
uid,
uid,
uid,
uid,
uid
uid,

N

TDES
or DES

TDES
or DES

> |w

o

o

| O|0T|0|T|T|0 T

%

Liiiill

Ku

8-16

-. 5.698=0.5 5 302-2 132

5=2--34 3 J034;2-6913: 23 74 "69
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10.2. MIFARE KEY DIVERSIFICATION

- 53 . 5/32 347 2-1./=.-

" 3.=9 0 /:/ 43 5 2 2-/
.234
10.2.1. Basis
- 347 2-1236 3 :02 ?
'=92 132 69A/1B
'=92 :4'". 5/32 69A,B
- '=92 =4/63.. A3.B
- %'=92 /3. 34 01= AO.B
2: . 3 020272
- '=92 53 69:/5/22-/04 /3.F
) < 2-548/-32?
Km,
Km, Kd
[ km | bo bo
bl A b1 > K'Jo
b, b, > Ku;
b, TDES by > Ku
b, |~ | orDES b, [ Ku,
by b, — Ku,
by by — Kug
b7 b7
10.2.2. Diversification based on UID only
52- 2 412 .;2- :02:3312 5>.2
= 3.
5=2--34 3 J034;2-6913: 23 74 "69

D .. =2-=9 5
©.7.323-25
3.. AOB
8-32 =4/62
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10.2.3. Diversification based on UID and address

52- 2 412 .;2- :02:3312 2- 53 /2_01=

) <3 >31:1482-3 53 6/3.7?
323 4/32. =416 %
416 *=472 [2 A* %B;
-. 5/32 347 2-1844=5 .82-3. D

) <3 >31:1482-3 53 %6/3.7
323 4/32. =41/6 ;
4/6 =472 /2 A FA'B B;
-. 5/32 347 2-1844=5.82-3. D
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DISCLAIMER
- .01 2 .5 5132 34 :0: 49 3. -344 2 = [/ 20.3 3
/11 /34 55 :34/ :3 3. 9,5.0/39 ©5 34 432 -:=28 '[2 3 .90
5 132 2- /012 -344 = | 3 0=2202 5 90 D2
2732
- 5132 /01 2139= 432, 2 .02 | 2-323 23343=4
90/029
- .fo12 ..Z3 73.82-02833 20 5396 .2 2- >2 23448. =9 2-
3:4/3=4 438 #-4 '/2 8440 3 3=4 552 2 : 43=4 5132 ;8 .[2 83 32
2-322- /012 5 5 3/03/ ; 3. 1 ; 2322/22 3::32 5 90
:32/043 0 0:2 .32 '[2 2 - 722 /37 2- 5132 323921 82- 02
2/
12 2833239 042 . .5 12-0 52-:.02 ./=. 2
/012 '/2 844 2= 43=45 39 [2;1 JO0 234 . 234 .3137 : /40. 7 =02
2412.242:52 0:=0 2 02 :4 5.3233 7025 |/ 12 82-
2-0; 3=42920 43/ 39:.0 2A2- -3.83 5283B./=. 2-. /01 2
- 10”23 2.7.50 45 O :23:43/;.1/; 921 8-
13450/2 5 2- :.0/2 139 042 34 009 '/2 021 0 7 447 2-
0250 0-3:4/32 2- 8 63.37 250449 .159 '/[2 5 39
3137 042 7510/-1:: 0 34
COPYRIGHT NOTICE
44 5 132 2- /012 2- :0=4/ 5 132 2- 24472034 ::29 5
12 3. 2 0:4 32
(03 5 2 83.:22 ./0125 9 0 80 49 - 7-2732.2 90
/| 2202 34/ 3. 23235 52247 90139 2 1 2- [:972 2/ 2-: 1 239
2/ /23 . 2- ./012:;3.903 23448.2 :0=4 - :.0/ 2- ./01 2; 2-
2-8= =93913;82-02822 :1 5 '/2
EDITOR’S INFORMATION
0=4 -.=9 %5 2?2 "" &3 3. * 343 30K 3/
I % %
1 5132 ::43 /23/20 32 5\:'3/2 5
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